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Work Force of E&T Branch

Work Force of E&T 2022-2023

Branch Head (BH) - ETBO1

Staff Officer/SME - ETBO02

TUR Col. (OF-5) Ozkan ORUC
GRC E== |Cdr. (OF-4) Stratos PEROUTSEAS

Staff Officer/SME - ETBO03

Maj. (OF-3) Michal SEMERAK

Staff Officer/SME - ETB04 %)
Staff Officer/SME - ETB0S Maj. (OF-3) Andreas ANGELIDIS
Staff Officer/SME - ETB06 %,

Proposal:

E&T Staff NCO - ETBO07

CZE H Will be assigned as of 2024 with the approval of SC




E&T Branch — Review of POW-2023

COURSES (in NSO)-2023
No Pr‘?:v Course Title Status
1 1 NSO N3-20 NATO Missile Defence Course ompletec
2 1 NSO N3-134 Introduction to NATO Surface Based Air Defence Course ompleted
3 1 NSO M6-108 Network Security Course progre
4 1 NSO M7-51 Concept Development and Experimentation Course progre
5 1 NSO N1-38 NATO Security Course progre
6 1 NSO N7-163 Lessons Learned Management Course O AllO " b
1 NSO N5-68 NATO Operational Law Course ancelled
8 1 NSO P5-07 NATO Information Knowledge Management Course ancelleo
NSO S7-135 NATO Global Programming Analysis Course ancelled b O




E&T Branch — Review of POW-2023

AR NATO
\F OTAN

«‘ ‘.

(Portugal)

COURSES-2023
POW - :
No No Facility Course Title
1 4 SUIDIERTANCEL, NATO Lessons Learned Staff Officer Course
(Sweeden)
2 3 ML, Bt Standardization within NATO Course
(Poland)
3 43 (Chania) Certified Fiber Optic Technician (CFOT)
4 3 Drafting, production and maintenance of NATO Standards (NMIOTC-
25000)
NMIOTC _ _ _
S S (Chania-Greece) | Train the Trainers - Technical Instructor (NMIOTC-17000)
6 5 NATO SOF Instructor Training (NSIT) Course
2 5 CCSBAMD C(;ngrehenswe - Integrated Air and Missile Defence (C-IAMD)
8 3 DS (Bl e Allied Joint Doctrine Development Course
(Hungary)
9 4 e NATO Lessons Learned Portal Manager Course

\ N\

Status



E&T Branch — Review of POW-2023

a e NATO

No Customer Exercise Title Start Date | End Date
IPC 11 Jul 23 | 13 Jul 23
8 HQ AIRCOM | Ramstein Legacy AIFE ISINRAS | 117 Moy 2
(RALY) 2024 FCC 18 Mar 23 | 22 Mar 23
Execution | 03 Jun 24 | 14 Jun 24
EIC 12 Sep 23 | 14 Sep 23
IPC Jan 24 Jan 24
g | HHAINOOL (Eingfgezig; fg MPC TBD TBD
FCC TBD TBD
Execution Oct 24 Oct 24

Participation



E&T Branch — Review of POW-2023 e

CONFERENCES & MEETINGS
POW . . T
No Lead Conference & Meeting Title Date Participation
AOP COE | ,; L
30 (AOP DH) Air Ops Annual Discipline Conference 14-15 Jun 23
AIRCOM o
30 (IAMD DH) IAMD Annual Discipline Conference 20-23 Jun 23
33 CZE UoD [23rd Air Defence Conference 2023 26-27 Apr 23
38 ACT IPB Conference 2023 08-09 Nov 23 Progre




SBAMD Common E&T Program (SBAMD CET-P) <= mhi i

OTAN

« Based on TOBRUQUE LEGACY 2015-2020 findings, NATO SBAMD TTPs identified by AIRCOM as
a critical knowledge gap among the NATO Nations.

« Aims to provide NATO Nations with consolidated tactical education on execution of SBAMD
Operations under JFAC command.

* Primary Training Audience:
» National SBAMD Instructors / Trainers / Lectors
« SAMOC / SBAMDOC / GOC / FU Operators / Planners
« CRC SAMCOs / SAM Allocators / SAM Allocator Assistants

Registered as a Listed Course in ETOC with the code of AOP-AP-36865.




SBAMD Common E&T Program (SBAMD CET-P)

SBAMD CET-P

® Countries per Iterstion

ist22 and

NATO Countries Trained

= Total countiries ‘ .
2 3rd 22 1st123

Total
Participants

o7 mmEnlER

Participants per Iterration

Place: JAPCC / Kalkar

2nd CET-P
Trained: 22
Place: JAPCC f Kalkar

3rd CET-P
Trained: 31
Place: JAPCC f Kalkar

TOTAL

Iterations: 3 residential

/;022 2023
1st CET-P 1st CET-P
Trained: 18 Trained: 26/26

Place: IAMD COE f Chania
Demand: 26

2nd CET-P

Will be trained: 24/39
Place: 1AMD COE f Chania
Demand: 39

TOTAL
Iterations: 2 residential
Participants: —f44

_// Qountries: 12

/5024 )

1st CET-P
Trained: —/24
Place: IAMD COE f Chania

2nd CET-P
Trained: —/24
Place: IAMD COE f Chania

MTT ROU
Trained: —/??
Place: Bucharest / ROU

TOTAL
Iterations: 2+ 1 MTT

Participants: —/48 + 2?7
Qﬂuntn'es: ”? _/

[ 3

IAMD COE

JAPCC CCSBAMD AIRCOM CAOCUE CAOCT)

Pool of instructors

IAMD COE

AIRCOM CADCUE CADCT)




IAMD as a Discipline

Global Programming AIR Ops i \ﬁMD' |
e e 1
I P — e T I T .
! (@) (e ) () () @m) 1] Discipline |} D*Suphne
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L ----------------- -I L] L L)
Strategic Training Plan (STP) -\

Training Requirements Analysis (TRA) IAMD COE
VR IR In Supporting N e
Training Needs Analyses (TNAs) Role AI r POIICI ng

- SBAMD

Annual Discipline Conference (ADC) /

“~..-...-__‘

10



E&T Branch — Review of POW-2023

SC members are kindly requested to note the review of PoW 2023 in
E&T Branch

11



Questions




RAP File 1
CD&E Branch Review of POW 2023




CD&E Branch PoW

TOPICS

» Work Force of CD&E Branch

» Review of 2023 PoW

» IAMD CoE Relations with other Entities

14




CD&E PoW - WORK FORCE

Branch Head EE Col (OF-5) Emmanouil PANOU

Staff Officer s==  LTC (OF-4) Dimitrios KOUTSOUKOS

Staff Officer Bmm  LTC (OF-4) Kiril KIRILOV

Staff Officer

Staff Officer "= Cpt (OF-2) Emmanouil MAVROGIANNAKIS

Staff Officer

15



POW 23

CD&E Execution & Progress Summary

POW

07

23

07

08

Customer

DEU-NLD
(Self-
Generated)

NCIA
(Self-
Generated)

USAFE
AFAFRICA

SHAPE

Project Name

Joint Project Optic Windmill
2023 (JPOW 23)

Technical Interoperability
Exercise (TIE 23)

ASTRAL KNIGHT 23

ASTRAL KNIGHT 24

STEADFAST JUPITER 2023
(STJU23)

Start Date

End Date

EXERCISES

06 Mar 23 29 Mar 23
12 Sep 23 22 Sep 23
13 June 22 14 June 22
21 June 22 24 June 22
04 Oct 22 07 Oct 22
27 June 23 30 June 23
10 Oct 23 19 Oct 23

\

CD& E Participation

CD&E participated with one (1) SME (Execution Phase)

CD&E participated with one (1) SME in the IPC, MPC,
FCC and the execution phase.

CD&E participated with one (1) SME (PNDR)
CD&E participated with one (1) SME (IPC)
CD&E participated with one (1) SME (MPC)

CD&E participated with one (1) SME (IPC)

CD&E participated with one (1) SME in the
MEL/MIL

16



CD&E Branch PoW

NO

WORKING GROUPS - CONFERENCES

IAMD PC
23 (Self- C-UAS WG 2023 01 Jan 23 31 Dec 23  CD&E participates with one (1) -two (2) SMEs
Generated)
CNAD Joint Capability Group
24 NNAG/ On Unmanned Aerial 01 Jan 23 31 Dec 23  CD&E participated with one (1) SME
Systems (JCG UAS) Spring 2023 JCGUAS Meeting (20-22 March)
NATO CD&E Coordination 21 Mar 23 21 Mar 23 CD&E participated with one (1) SME (virtually)
32 ACT/CNDV Meetings 13 Jun 23 13 Jun 23
14 HQ SACT Annual COEs Director 24 Sep 23 27 Sep 23 ) ) .
Conference The IAMD COE Director will participate
NATO International CD&E . o .
53 ACT/CNDV ArE] CaraEEe 31 Oct 22 02 Nov 23 CD&E will participate with two (2 )SMEs.

Multinational
15  NATO ACT Solutions 04 Apr 23 06 Apr 23 CD&E participates with one (1) SME.
Synchronization
Conference (MSSC)
Layered Resilience
Concept (LRC)
09 NATOACT Situational 23 May 23 25 May 23  CD&E participates with one (1) SME.
Understanding
Thematic WG

17



NO

WORKING GROUPS - CONFERENCES

23

42

NATO STO
(Self-
Generated)

NATO STO
(RfS 22#338
RfS 22#339)

SCI-SET-353 RTG
‘C-UAS Mission-Level
Modelling &
Simulation'

NATO Modelling &
Simulation Group
(NMSG)

24 Jan 23
31 May 23

15 May 23
16 Oct 23

CD&E Branch PoW

25 Jan 23
01 June 23

19 May 23
20 Oct 23

CD&E participates with one (1) - two (2) SMEs.

CD&E participates with one (1) SME.

18



IAMD COE Relations with other Entities de

OTAN

Cooperation with Technical University of Crete
(TUC)

» FRAMEWORK AGREEMENT (13 JULY 2021)

» CONTRACT 22-04 (19 Aug 2022)
Writing, delivering and publishing of review paper-report on Hypersonic
weapons

> CONTRACT 22-10 (22 Dec 2022)
Writing, delivering and publishing of a study report under the subject:

“Analysis of the related Physical Phenomena and Aerodynamic Performance
of Hypersonic Vehicle(s) and possible ways of exploiting those data in order
manynprove Surveillance Capabilities.”

19



IAMD COE Relations with other Entities

Cooperation with Institute of Computer Science /
Foundation of Research and Technology -Hellas
(ICS/FORTH)

> MEMORANDUM OF UNDERSTANDING for bilateral research co-operation
between IAMD COE and the Institute of Computer Science / Foundation of
Research and Technology —-Hellas (ICS/FORTH)
(15 NOV 2022)

» CONTRACT to be signed
“Artificial Intelligence (Al)- Empowered Drone Detection Passive Radar Using

5G Signals” (AIRE5Q).

20



A NATO

Recommendations & Decisions %p% per o

SC members to note about the CD&E’s Execution & Progress
Summary.

21




Questions




RAP File 1
D&S Branch Review of POW 2023




D&S Branch PoW

TOPICS

» Work Force of D&S Branch

» Review of 2023 PoW

24




D&S PoW - WORK FORCE

Branch Head

B § LtC (OF-4) Sylvain RYCKEBUSCH

Staff Officer E Col (OF-5) Athanasios PAPAMANOLIS

Staff Officer

1st Lt (OF-1) Antonios KOUTENTAKIS

Staff Officer

Staff Officer

Staff Officer

25




POW 23 DA&S Execution & Progress Summary

22

26

28

29

Customer Project Name

Start Date

End Date

D&S Participation

Working Groups, Workshops

Revision of AAP-47

NATO ACT (Writing Team)
CPD
AJOD WG New AJP-3.X Space
Operations

Study Group 288
CNAD/NIAG “C-RAM Technology and
Required Capabilities”

Study Group 265 QRT
“SBAMD survivability and
CNAD/NIAG effectiveness in Joint and
Combined Operations when
faced by a Peer State Threat”

Joint Capability Group on
CNAD/NAAG Surface based Air and Missile
Defence (JCG SBAMD)

Dec 2022

Feb 2023

Apr 23

07 Feb 23
14 Mar 23
18 Apr 23
23 May 23

19 Apr 23

17 Oct 23

End 2023

2025

Jun 24

09 Feb 23
16 Mar 23
20 Apr 23
25 May 23

20 Apr 23

19 Oct 23

D&S contributes with comments and is
participating in the Writing Team with one (1) SME

D&S worked on AJP-3.X RFI and participated with
one (1) SME to the DFW

D&S participated with one (1) SME in the
Exploratory Group the 21 Apr 2023.

D&S participated by VTC with two (2) SMEs to the last
experts meeting.

D&S participated with two (2) SMEs to the first
iteration.
CD&E will participate with one (1) SME to the second.

26



POW 23

D&S Execution & Progress Summary

11

35

Customer

NATO ACT
CPD Branch

COE - HQ
AIRCOM

Project Name Start Date End Date D&S Participation

Conferences
Doctrine Development 01 Mar 23 01 Mar 23 D&S participated by VTC with four (4) SMEs.
Coordination meeting 25 Oct 23 25 Oct 23 D&S will attend it.

CCSBAMD’s Conference
“The new normal - Ready
for action NATO IAMD from
an operator’s point of view”

23 May 23 25 May 23 DA&S participated with one (1) SME.

27



A NATO

Recommendations & Decisions %p% per o

SC members to note about the D&S’s Execution & Progress
Summary.

28




Questions




RAP File 1
Analysis & Lessons Learned Branch




A&LL Branch

TOPICS

Work Force of A&LL Branch
Progress of Programme of Work 2023

Way ahead
IAMD LL COI

v v Vv Vv

31




A&LL Branch Work Force

Branch Head

Staff Officer
Staff Officer
Staff Officer
Staff Officer
Staff Officer

»== Col (OF-5) Nikolaos SARIDAKIS

=== Cpt (OF-2) Christos KAPELLAS
B B LtCol (OF-4) Vica ILEA

VACANT

32



Progress Of POW 2023 i

m TITLE LOCATION REMARKS

16-17 Feb FCC of RAGU-GRC 23 Athens
Greece

117CW

27-31 Mar RAGU-GRC 23
Greece

ACT LL Spring Week 2023 Sofia

28-30 Mar :
Bulgaria

1°* IAMD Coordination Meeting Chania

[ Crete

33




Progress Of POW 2023

m TITLE LOCATION REMARKS

15 May 22 — NATO Lessons Learned from the situation in NLLP
31 Dec 23 and around Ukraine (RFS 22#075)
Out of Cycle Request for support
25 Aug 23 - (RFS 23#223) ONLINE
10 Oct 23 NDPP: Contribution to Longer Term Aspects as

part of MCR 2024.

34




OTAN

Way Ahead %% A

Preparing

p _ - Documentation for
Lessons Learned Community of Interest _ the Website

Continuing the development of the

] VL (COIl) on NATO Lessons Learned Portal
(NLLP) related to IAMD discipline
This event will involve
attendees in person
17 07-09 NOV 23 ACT LL Fall Week 2023 JALLC from NCS, NATO HQ
and NSO. COEs were
not invited
15 May 22- NATO Lessons Learned from the online
31 Dec 23 situation in and around Ukraine

10 (RFS 22#075)

35




IAMD LL COI

As tasked by the ACT, IAMD COE created the IAMD Lessons Learned Community of Interest (IAMD LL COl).

The aim of the IAMD COl is to constitute a valuable and reliable source of information and knowledge for all the
NATO entities and personnel interested/involved in IAMD.

The COlI covers the entire spectrum of IAMD domain, focusing on:

BMC3I

Active AMD

Passive AMD

Surveillance

Specific IAMD policy aspects (NATO BMD, Cruise Missile Defence, C-RAM C-UAS, Offensive options in
support of IAMD operations, ETEE).

Current status: IAMD LL COl is under development, the administrator of the website trying to persuade people
from other NATO entities concerned with IAMD to become members, and most importantly to participate by
uploading relevant products

36




Recommendations & Decisions

SC members to note about current status and way ahead of
A&LL Branch

37



Questions




POW 2023 rev.2 (Introduction of new items)
RAP File 2-8




New items to be included in POW 23 rev.2 (1/3) g,% NATO

. OTAN
S o

RFS 23#168 ACT/JFD Multi-domain operations (MDO) involve the integrated use of E&T
Understanding the capabilities across multiple domains, such as air, land, sea,
Human Factors in space, and cyberspace. This research aims to explore the
Multi-Domain human factors associated with MDO and their implications
Operations: for training and enhancing human performance in complex
Implications for multi-domain environments. Investigate the cognitive and
Training and psychological demands placed on individuals operating in
Performance multi-domain environments
Enhancement.
2 RFS 23#169 ACT/JFD Inthe realm of MDO, the interaction between Instruments of E&T
Understanding the Powers becomes even more challenging, requiring a deep
Instruments of Power understanding of their effects and implications. From a
effects on Military loP training perspective, it is vital to equip personnel involved
in Multi-Domain in utilizing various Instruments of Power with the
Operations from necessary knowledge, skills, and attributes to operate
training perspective. effectively in multi-domain environments. Training

programs must address the challenges of integrating and
synchronizing Instruments of Power across multiple
domains, while also considering the advancements in

technology and the evolving nature of modern warfare. 40
AURRRRERRRR R —~—__ -




New items to be included in POW 23 rev.2 (2/3) dn TAT

OTAN

o | Tte  [Request|  Remas  |OPR

3

RFS 23#171
Support to NATO
Distributed Synthetic
Training (DST)

Participation to
C-UAS Research
Task Group (RTG)

NATO
STO
CSO
MSCO
(NMSG)
(DST)

NATO
STO

The NATO Distributed Synthetic Training (DST) working

group is a multi-national effort of currently 22 nations CD&E
(150+ members) to create a coalition-wide federation of

national synthetic mission training capabilities to enable

regular and frequent access to operational training

opportunities at team, collective, joint and coalition levels.
Essentially, DST aims to connect national training

systems (simulators, ships, training devices, etc.) to

enable multi-national team training.

The objective of the task group is to develop a common CD&E
M&S framework that is capable of evaluating relevant C-

UAS scenarios at mission-level. The framework shall be

able to model all relevant characteristics of the UA, the
environment, detection methods, C2 systems and

effectors.

41



New items to be included in POW 23 rev.2 (3/3) dn TAT

OTAN

o | Te  Rewest | Remar _____ |OPR_

5

6

Participation to
Hypersonic Operational

Threats (HOT)
Research Task Group
(RTG)

IAMD COE Modelling
& Simulation
Laboratory

NATO
STO

IAMD
COE

Common synthetic environment for validation (or CD&E
operation) of offensive and defensive architectures for
Hypersonic Operational Threats (HOT)

According to Medium Term Operational Plan of the IAMD CD&E
COE it is scheduled to be developed a laboratory, based

on modelling and simulation tools, capable of providing

support for experimentation, analysis, testing and

developing exercise scenarios, to support and improve

education and training for IAMD.

42



RAP Files 2-3
E&T Branch, New Items to PoW 2023




POW-2023, New Items ot

OTAN

Subject No 2
INTEGRATED AIR & MISSILE DEFENCE b

CENTRE OF EXCELLENCE %
Souda Air Base, 73100, Chania
https://www.iamd-coe.org

15t/2023 Steering Committee Meeting
POINT PAPER

Our Ref: NU. 565 Tel.: +302821440741
NCN: 302-615-4041

Date: 28 Jul 2023 Email: info@iamd-coe.org

TO: See Distribution

SUBJECT: Request for Support (RfS) 23#168 by ACT (Understanding the Human

Requestor : HQ SACT

Timeframe : 01 Aug 23 — 31 Dec 24

: To explore the human factors associated with MDO and their implications for training
nd enhancing human performance in complex multi-domain environments.

44



POW-2023, New ltems

< MR & Migg, o

INTEGRATED AIR & MIISSILE DEFENCE sz

CENTRE OF EXCELLENCE
Souda Air Base, 73100, Chania
https://www.iamd-coe.org

e
>3
=

1°*/2023 Steering Committee Meeting
POINT PAPER

Our Ref: NU. 566 Tel.: +302821440741
NCN: 302-615-4041
Date: 28 Jul 2023 Email: info@iamd-coe.org
TO: See Distribution
SUBJECT: Request for Support (RfS) 23#169 by ACT (Understanding the Instru-
ments_of Power effects on Miilitary loP_in Multi-Domain _Operations
from training perspective).
Requestor : HQ SACT
Timeframe : 01 Jul 23 -01 Jan 26
AIM Search for the ways to equip personnel involved in utilizing various Instruments of Power with the necessary

knowledge, skills, and attributes to operate effectively in multi-domain environments via training programs
nsidering the advancements in technology and the evolving nature of modern warfare.
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Questions







RAP Files 4-7
CD&E Branch Review of POW 2023 rev.2
(Introduction of New Items)




CD&E POW 2023 rev.2

46

47

48

49

Customer Project Name
NATO STO The NATO Distributed
RfS 23#171 Synthetic Training (DST)
(NMSQG) working group
NATO STO SCI-SET-353 RTG
(Self- ‘C-UAS Mission-Level
Generated) Modelling & Simulation'

“Common synthetic
environment for validation (or
operation) of offensive and
NATO STO defensive architectures for
Hypersonic Operational Threats
(HOT)”
Research Task Group

Start Date End Date CD& E Participation

WORKING GROUPS

01 Jul 23 31 Dec 24

CD&E to participate with one (1) SME

24 Jan 23 25 Jan 23
31 May 23 01 June 23  CDA&E to further participate with one (1) - two (2) SMEs.
TBD

TBD TBD CD&E to participate with one (1) SME

ACTIVITIES / PROJECTS

IA%BWC_OE Modelling & Simulation (M&S)/
Generated) Analysis Laboratory

CD&E to participate with one (1) SME

ot 22 bee 25 Support Branch to assist with CIS technician

\ *



CD&E POW 2023 rev.2

NATO Distributed Synthetic Training (DST) WG

NATO UNCLASSIFIED

RELEASABLE FOR NTERNET TANSMISSION . . . - . . RELEASALE FOR NTERNET TRANSMISSON

r » NATO Distributed Synthetic Training (DST) workin roup 1s a | s
2272038500 ANAIYSIS&  The NATO Distributed Synthetic Training (DST) working group is a multi-na-
INTEGRATED AIR & MISSILE DEFENCE AT tional effort of currently 22 nations (150+ members) to create a coalition-

. . . wide federation of national synthetic mission training capabilities to enable
N regular and frequent access to operational training opportunities at team,
multi-national effort of curren nations + members) to
- training systems (simulators, ships, training devices, etc.) to enable multi-na-
1%/2023 Steering Committee Meeting The DST working group is actively working on several work strands: pol-

POINT PAPER

NCN: 302-615-4081
ipated that DST may offer new training/exercise opportunities that benefit

«  Create a coalition-wide federation of national synthetic

CENTRE OF EXCELLENCE
Souda Alr Base, 73100, Chania
https://www.iamd-coe.org

24, Gladiator Alliance 24,...) and technical infrastructure for DST.
According to Ref., IAMD — CO’s expertise and knowledge would be greatly
" Also, tis antic-

10 See Distribution
SUBJECT: Suppor i A . 3 . . . . ngugn

EINANCIAL ‘Any financial impacts of the aforementioned activities wil be covered from
mission training capabilities Mk oyttt e sttt v e o ton
= Tions within th the Director with Financial
No: 4 BFUNDING:  Administrative Procedures, if required) without the need for a supplemen-
PURPOSE: Toapprove the activiies of the jorking Any financial obligations for the next years will be foreseen in the shared

Group. budget of the respective Fiscal Years.

BACKGROUND:  Many Allied Nations re-evaluated the five-synthetic balance of their opera-
tion: h d

= +  Enable regular and frequent access to operational training | s s

Allies’ current training capabilities. The NATO Modelling and Simulation 51
Group (NMSG) has matured the technologies and developed the necessary

architectures and standards that enable realistic cross ~ domain distributed M H H H M
e T opportunities at team, coliective, joint and coaltion levels
sibilities for Alies and NATO to transition these technologies into effective ] ) )
operational capabilties for the war fighters. Successfully fielding distributed _——t

d uld bring ben- B. Gen (OF-6) Nikolaos KOKKONIS GRC (AF)
efits. 1AMD COE Director
The vision for Distributed Synthetic Training in NATO s to establish:
“ANATO-wide federation of national synthetic mission training capabilties

T LT i Connect national training systems (simulators, ships, e T
training devices, etc.) to enable multi-national team training

» |IAMD — COE’s expertise and knowledge would be greatly
appreciated as the aforementioned group is moving forward

» New training/exercise opportunities that will benefit IAMD —
COE and IAMD community

50



CD&E POW 2023 rev.2

17/2023 scM

NATO UNCLASSIFIED
RELEASABLE FOR INTERNET TRANSMISSION

Subject No 5

INTEGRATED AIR & MISSILE DEFENCE
CENTRE OF EXCELLENCE
Souda Air Base, 73100, Chania
hitps://www jamd-coe.org

1%/2023 Steering Committee Meeting

POINT PAPER
Our Ref: NU. 568 Tel +302821440781
NCN: 302-615-4081
Date: 281012023 Email info@iamd-coe org
10 See Distribution

PURPOSE:

BACKGROUND:

To approve the participation in the activities of the aforementioned Task
Group.

Although NATO and its partners have long recognized the utility of operating
Unmanned Aircraft Systems (UAS), it has only been in the last decade that
most NATO countries have started to build up means and forces that can
counter these systems when they are used by an adversary against NATO's
interests. The size of some Unmanned Aircraft (UA) makes these platforms
hard to detect. The timelines involved with their operations are short, thus
presentinga challenge for decision making. Existing means of engaging aerial
threats are not always effective against UA and may not be sustainable in
terms of available numbers and/or costs. Due to the low costs of UA and their
ease of operation, it s possible to operate UA in large numbers, for example
in a coordinated attack or when deployed as a swarm, This could easily lead
to saturation of detection systems, an overload of the human operators and
attrition of the effectors of a C-UAS system.

NATO has initiated several activities that enable the enhancement of C-UAS
capabilities. While significant efforts are being taken to address the chal-
lenge posed by small UA (sUA) as a threat, it is felt that the current state-
of-the-art of C-UAS capabilties is stilldeveloping and needs constant atten-
tion and progress to keep up with this new and ever-advancing threat,

STO SCI - SET - 353 Research Task Group (RTG).

» The objective of the task group, is to:

* Develop a common Modelling and Simulation (M&S
framework that is capable of evaluating relevant C-UAS
scenarios at mission-level

* Model all relevant characteristics of the Unmanned Aircraft,
the environment, detection methods, C2 systems and
effectors

* Modelling at an effects-based level sufficient to capture
the essential aspects of the C-UAS process.

1/2023 SCM
ANALYSIS &

STATUS:

EINANCIAL

RECOMMENDA-

NATO UNCLASSIFIED
RELEASABLE FOR INTERNET TRANSMISSION

Subject No 5
Itis felt that effective M&S can enhance making requirements to systems,
the numbers that are needed and selecting the right elements of a C-UAS
system {i.e. Simulator Based Acquisition — SBA). It can also assist in perform-
ing scenario assessment and evaluation, including making a laydown plan
during the preparation phase of a deployment. M&S can enable effective
training, for example in a Live-Virtual-Constructive (LVC) setting
With ever-increasing capabilities of UAS, enormous proliferation and wide-
spread deployment of UA in recent conflicts, it is evident that C-UAS capa-
bilities are relevant to NATO forces. Effective M&S can identify shortfalls of
existing C- in certain i imp
are needed in order to effectively deal with the threat. It can thereby truly
contribute to C-UAS development, procurement, deployment and training.
The objective of the task group is to develop a common M&S framework
that is capable of evaluating relevant scenarios at mission-level. The frame-
work shall be able to model all relevant characteristics of the UA, the envi-
ronment, detection methods, C2 systems and effectors. The modelling shall
be performed at an effects-based level that is sufficient to capture the es-
sential aspects of the C-UAS process. It is felt that in order to achieve this, it
is not necessary to model a more detailed physics-based level in most cases.
The framework shall subsequently be used for simulating certain selected
scenarios. Ideally, the framework shall be verified by modelling scenarios
that are executed at NATO trials, after which the results of the simulation
and the real-life event can be compared.

Any financial impacts of the aforementioned activities will be covered from
the existing budget of the current year (and by transferring of appropriations
within the i to the Director in Financial
Administrative Procedures, if required) without the need for a supplemen-
tary budget.

Any financial obligations for the next years will be foreseen in the shared
budget of the respective Fiscal Years.

SCmemb quested to approve the participation of SMES in SCI - SET
=353 Task Group, C-UAS Mission-Level Modelling & Simulation.

B. Gen (OF-6) Nikolaos KOKKONIS GRC (AF)
IAMD COE Director
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SUBJECT:

No:

PURPOSE:

BACKGROUND:

See Distribution

participation in th Research

Toapp
Task Group.

NATO Science & Technology Organization (STO} must gain the momentum to
respond to Hypersonic Operational Threats (HOT) by informing NATO's and
nations’ leadership, by supporting an increased number of (cross-domain)
technical activities as well as by striving for Collaborative Demonstrations of
Technology (CDT), allowing better informed decisions by its member and
partner nations strengthening hypersonic related capabiliies across NATO,
The capability development approach must include all aspects of Doctrine,
Organization, Training, Materiel, Leadership and Education, Personnel, and
Facilities (DOTMLPFI) as well as the validation of the overall systems and of
the individual building elements of offensive or defensive architectures for

NATO STO conducted a cross-panel workshop (AVT-359 HOT Workshop, Dec
2022) to recommend the way forward. The delegates agreed that Modelling
& Simulation (&) is a key technology to investigate HOT and develop and
assess concepts to address this challenge. The recommendation of the as-
sembled experts was to create a common synthetic environment that offers
great potential for different nations and multiple expertise domains to effi-
ciently work together on this topic.

» The objective of the task group, is to:

* Develop and provide a common synthetic environment
SE) to government/military/industry leaders and technical
staff as a tool

* Investigate and understand the Hypersonic Operational
Threats domain, its challenges and time-critical demands, its
maturity and its implications

» Allow NATO STO to investigate potential technologies and
architectures

» Meet the identified requirements for hypersonic capabilities
and countermeasures [e.g. new sensor types, new effectors,
improved datalinks, shorter and (partly) automated decision
making].

1%/2023 SCM

ANALYSIS &
STATUS:

EINANCIAL

&FUNDING:

RECOMMENDA-
TIONS
& DECISION:

NATO UNCLASSIFIED
RELEASABLE FOR INTERNET TRANSMISSION

Subject No 6

This RTG contributes to elaborating the critically important HOT. The poten-
tial impact and approaches need to be investigated and better understood
across all DOTMLPFI aspects. Informed guidelines are needed for required
improvements in systems and procedures to enhance operational effective-
ness.

‘The defense community uses simulation for purposes like training, mission
rehearsal, or decision support in acquisition processes. NATO and its Part-
ners h -

ulation expertise and capabilities provide to address HOT.

The objective of the RTG is to develop and provide a common synthetic en-
vironment (SE) to government/military/industry leaders and technical staff
as a tool, enabling them to investigate and understand the HOT domain, its
challenges and time-critical demands, its maturity and its implications. The
SE will also allow NATO STO to investigate potential technologies and archi-
tectures to meet the identified requirements for hypersonic capabilities and
countermeasures [e.g. new sensor types, new effectors, improved datalinks,
shorter and (partly) automated decision making]

This common synthetic environment should be well defined, flexible and se-
cure. It should allo

used hardware and software (e.g. C2 systems). The envisioned solution
should best

Synthetic Training (DST) and Concept Development & Experimentation
(CDRE). Existing simulation environments for Integrated Air and Missile De-
fence (IAMD) need to be upgraded to include HOT aspects to avoid duplica-
tion of effort and reuse resources.

Any financial impacts of the aforementioned activities will be covered from
the existing budget of the current year (and by transferring of appropriations

within th tothe Director Financial
Administrative Procedures, if required) without the need for a supplemen-
tary budget.

Any financial obligations for the next years will be foreseen in the shared
budget of the respective Fiscal Years.

SC members are requested to approve the participation of SMEs in the RTG
for “Common synthetic environment for validation (or operation) of offen-
sive and defensive architectures for Hypersonic Operational Threats (HOT)".
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10 See Distribution

SUBJECT: 1AMD: CoE’s Modelling & Sis ‘Analysis kaboratory

No: 7

PURPOSE: To approve the IAMD ~ CoE's project to create a M&S / Analysis Laboratory

BACKGROUND:  Modelling and simulation (M&s) is a discipline that develops and/or uses

models, simulations and simulation systems. A model is a physical, mathe-
matical, or otherwise logical representation of a system, entity, phenome-
non, or process. Simulation is the execution of a system model over time
and simulation system is a combination of interacting elements or compo-
nents organised to provide a representation of a system or of a part of the
real world for an intended use. M&S creates a digital representation of the
operational environment, allowing failure and to lear while representing
the forces, environment and operational context with the required fidelity.

Moreover, meth-
ods, techniques and data to develop models and simulation systems. When
properly used, it brings to any ob-

toC (o)

Method principles, M&S is well suited to support CD&E projects.
M&S, in combination with technologies such as data analytics and artificial
intelligence, helps NATO and Alles to prepare and support decision-makers
and staff to manage complexity, assess risks, and evaluate options in the
multifaceted security environment.

The benefits of modeling and simulation are numerous, providing risk free

experimentation, education and training, exploration of alternatives, dy-

namic visualization of political, military, economic, social, informational,

and infrastructure environments, These challenges are crucial to assisted
1

“Modelling & Simulation (M&S)/ Analysis Laboratory

» Modelling & Simulation creates a digital representation of the
operational environment

> Allows failure and to learn while representing the forces,
environment and operational context with the required fidelity

» Employs M&S specific resources like methodologies,
methods, techniques and data to develop models and
simulation systems

> Brings to any project transparency, objectivity and scientific
rigor

IATO UNCLASSIFIED
RELEASABLE FOR INTERNET TRANSMISSION

1%/20235CM Subject No 7

e , defense planning,
education, training, exercises, wargaming, analytical studies, and lessons
learned.
SACT's d intent for 2023, identify “Better  asastra-
tegic Priority. In this regard, leveraging Innovation and Agility is of para-
mountimportance and ACT intends to accelerate and scale up NATO Exper-
imentation and Wargaming levels of activity, with the Nations, Academia
i assess-
ment of emerging trends, opportunities and threats. Respectively, by
“Maintaining Technological Edge / Strategic Advantage” as a strategic ena-
bler of the aforementioned priority, SACT intends to leverage the under-
standing, experimentation, adoption and application of new and emerging
technologies to accelerate transformation.

ANALYSIS & In line with SACT's vision and intent for 2023 and in accordance with IAMD
COE's Medium-Terim Operational Plan for 2025-2029, the Centre is sched-
uling to develop an MRS~ Analysis Laboratory. Creating an M&:S - Analysis
Laboratory will help IAMD — COE to improve its capabilities as an IAMD.
stakeholder in many ways. Using M&S tools, IAMD COE will be capable to
build scenarios, trainings and simulated exercises. The Centre will be capa-
ble of analyzing, examining and propose new concepts and tactics to be
implemented.

EINANCIAL Any financial impacts of the aforementioned project (hardware - software
CONSIDERATIONS ~ requirements, etc.) will be covered a) by the existing budget of the current
UNDING: year [(and by transferring of appropriations within the authorization
granted to the Director in accordance with Financial Administrative Proce-

dures, if required) without the need for additional funding], and b) by the

budget of the following years, within the ceilings of the Medium-Term Fi-

nancial Plan, in which funds will be foreseen to support the establishment,

use of a complete Laboratory.

RECOMMENDA-  Concerning the benefits that M&S offers, SACT's vision and the vision of
TioNs IAMD - COE, SC members are requested to approve the creation of a M&S
& DECISION: Laboratory in IAMD ~ COE.

FOR THE IAMD COE:

B. Gen (OF-6) Nikolaos KOKKONIS GRC (AF)
IAMD COE Director
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IAMD- CoE’s Modelling & Simulation (M&S)/ Analysis Laboratory

> IAMD THREATS

Rockets, Artillery and Mortars (RAM),
Adversaries’ aircraft,

Precision Guided Munitions (PGM),
Un-crewed Aerial Systems (UAS),
Missiles (ballistic and maneuverable),
Advanced high-speed weapons

/ O/ R/ R/ R/ R/
0’0 0’0 0.0 0.0 0.0 0.0

> Emerging and disruptive technologies’
Defence opportunities/Objectives

% Automation
% Artificial intelligence
% Digitisation
% Modular technologies
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IAMD- CoE’s Modelling & Simulation (M&S)/ Analysis Laboratory
2023 SACT’S vision and intent

» STRATEGIC PRIORITIES
% NATO as an MDO-enabled Alliance
% Adaptation to Deterrence and Defence
% Better Understanding

“How can we improve the Alliance’s ability to better understand
the environment and enable the Alliance to be more proactive in
shaping the environment to our advantage?”

> STRATEGIC ENABLERS
% Maintain Technological Edge/Strategic Advantage
% Enhanced and Exploited Networks

% A Modernized, Informed and Agile HQ
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IAMD- CoE’s Modelling & Simulation (M&S)/ Analysis Laboratory
2023 SACT’S vision and intent

» STRATEGIC PRIORITY - Better Understanding

Leverage innovation and agility and scale up NATO
experimentation and wargaming levels of activity, with the
Nations, Academia and Industry to drive forward NATO
understanding, knowledge and assessment of emerging trends,
opportunities and threats.
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IAMD- CoE’s Modelling & Simulation (M&S)/ Analysis Laboratory

Benefits of modeling and simulation

> Risk free experimentation
» Education and training

> Exploration of alternatives

> Dynamic visualization of political, military, economic, social,
informational, and infrastructure environments

> Assisted decision-making, defense planning, operations

planning, mission rehearsal, education, training, exercises,
wargaming, analytical studies, and lessons learned.
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IAMD- CoE’s Modelling & Simulation (M&S)/ Analysis Laboratory

Comments sent by TUR SC Member

> Point paper purpose is written as: “To approve the IAMD - CoE’s project to create a
M&S / Analysis Laboratory.”

> Recommendations & Decision part is written as: “concerning the benefits that M&S
offers, SACT’s vision and the vision of IAMD - COE, SC members are requested to
approve the creation of a M&S Laboratory in IAMD - COE.”
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IAMD- CoE’s Modelling & Simulation (M&S)/ Analysis Laboratory

Recommendations by TUR SC Member

> It will be better to change the SC approval part as ‘Searching Feasibility of Creation of
a M&S Laboratory in IAMD COE.’

» Searching what is the need.

» How much financial investment will be required and procedures of usage laboratory
(may be extra technical personnel workforce will be needed to run the facility etc.)

> Instead of directly approving execution of this Project by SC members without
knowing in detail, it will be better to prepare a feasibility report for SC members
before and discuss what steps to do in future in the next SC meeting/s
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IAMD- CoE’s Modelling & Simulation (M&S)/ Analysis Laboratory

Feasibility Study

NATO UNCLASSIFIED
RELEASABLE FOR INTERMET TRANSMISSION
INTEGRATED AIR & MISSILE DEFENCE
CENTRE OF EXCELLENCE

Souda Air Base, 73100, Chania
https:/ /www.iamd-coe org

Our Ref: NU. Tel: +302521440781
MNCN: 302-615-4081

Date: 2023 Email: info@iamd-coe.org

TO: See Distribution

SUBJECT:

1 Introduction

Modelling and simulation (M&S) is a discipline that develops andfor uses mod-
els, simulations and simulation sy . A model is a physical, mathematical, or other-
wise logical representation of a system, enfity, phenomenon, or process. Simulation is
the execution of a system model over time and simulation system is a combination of
interacting elements or components organised to provide a representation of a system
or of a part of the real world for an intended use. M&S creates a digital representation
of the operational environment, allowing failure and to leam while representing the
Moreover, M&S

develop models and simulation systems. When M&S resources are properly used, it
brings to any project transparency, gbjectivity and scientific rigour As those belong to
Concept Development (CD) Method principles. M&S is well suited to support CD&E
projects. M&S, in combination with technologies such as data analytics and artificial
intelligence, helps NATO and Allies to prepare and support decision-makers and staff
to manage complexity, assess risks, and evaluate options in the multifaceted security
environment

The benefits of modeling and simulation are numerous, providing risk free ex-
perimentation, education and training, exploration of alternatives, dynamic visualization
of political, military, ic, social, inf ional, and infrastructure environments.
These challenges are crucial to assisted decision-making, defense planning, opera-
tions planning, mission rehearsal, education, training, exercises, wargaming, analytical
studies, and lessons learned.

2 Background

NATO recognized the value of M&S. The lack of an appropriate in-house simu-
lation capability resulted in simulation work being outsourced to a Nation. NATO
acknowledged the critical nature of the results and that access to a comparable capa-
bility was essential to provide more effective, efficient operational and strategic studies.

i
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IAMD- CoE’s Modelling & Simulation (M&S)/ Analysis Laboratory

Feasibility Study

1. Introduction

2. Background

3. Project Advantages
4. Project Analysis

5. Considerations and Recommendations
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Feasibility Study

3. Project Advantages

» Improve the already existing SBAMD CET-P course/Create new courses
» Create and organise TTX/CAX exercises related to IAMD

» Test new methods / Propose improvements on NATO’s IAMD

» Create new IAMD Concepts

» Create Analysis and Lessons Learned by examining live exercises
results.

» Contribute to a multilayered IAMD approach

> Upgrade IAMD COE’s capabilities & footprint as an IAMD Stakeholder
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Feasibility Study

4. Project Analysis
> Potential Hardware Analysis

15t PROPOSAL

Stationary (not mobile) M&S - Analysis Laboratory
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Feasibility Study

4. Project Analysis
> Potential Hardware Analysis

2nd PROPOSAL

Mobile M&S - Analysis Laboratory
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Feasibility Study

4. Project Analysis
> Potential Software Analysis
« Integrated Command and Control Software (ICC)
« CRC System Interface (CSI)
* Interactive Simulation Package (ISP)
« Ship-Shore-Ship Buffer (SSSB)
« NATO Air Command Control Information Services (AirC2IS)
« Joint Exercise Management Module (JEMM)

Build our own Simulator S/W or Buy one from Industry
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Feasibility Study

5. Considerations
IAMD COE needs, S/W, H/W, Human Resources
Recommendations

>  Stationary (not mobile) M&S - Analysis Laboratory

1
. e
=
«Switch ,,,@

SERVER
ICC- CSI - ISP
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IAMD- CoE’s M&S/ Analysis Laboratory

Feasibility Study

5. Recommendations

> Software that NATO uses (ICC, CSI & ISP)

» CS| ~

ISP

* (Can Create Tracks

* Communicate via Wan A o
with ISP

* Simulate TDLs

* Produce simulated plots
* Simulate CRC
* Create Air missions
Scenarios

* (Can Create Simulated
Database — ATO - ACO
* Simulate TDLs

* Communicate via TDL with
ICC
* Create IAMD missions
Scenarios

* Communicate via TDL with
Csl
* (Create IAMD missions
Scenarios
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Feasibility Study

5. Budget Considerations
H/W
PCs & Peripherals = 14.000 - 15.000 € (within 2023 budget)

Server (use of existing equipment - no burden for the Centre’s budget)

S/W (ICC, CSI, ISP)

Operation, maintenance, upgrading and renewal of any subscriptions
(= 1.000 - 2.500 € annually within the budget of current and future years)
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Recommendations & Decisions

SC members to approve about the CD&E’s new items for
POW23 rev.2.
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POW-2024, New Items e s

Subject No 9

paR 8 Miss,
8D e Ve,

INTEGRATED AIR & MISSILE DEFENCE S g

CENTRE OF EXCELLENCE
Souda Air Base, 73100, Chania
https://www.iamd-coe.org

15*/2023 Steering Committee Meeting
POINT PAPER

i
"’f;ﬂ-' A
£ OF EXCE-

Our Ref: NU. 572 Tel.: +302821440741
NCN: 302-615-4041
Date: 28 Jul 2023 Email: info@iamd-coe.org
TO: See Distribution
SUBJECT: Combined Air Operations Centre (CAOC) - IAMD Tactical Education and
Training.

Means of Delivery : Residential

Location : CAOC UEDEM/TRJON

Fee : No cost (Travel cost on IAMD COE)

AIM : To collaborate with  CAOCs in IAMD issues to make contributions to NATO Multi-Domain Operations

concept and enhance the efficiency of SBAMD CET-P by being a part of the activity.
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1st/2023 Steering Committee Meeting
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Our Ref: NU. 573 Tel.: +302821440712
NCN: 302 - 6154012

Date: 28 Jul 2023 E-mail: info@iamd-coe.org
TO: See Distribution

SUBJECT: International Public Sector Accounting Standards (IPSAS) Training

Means of Delivery : Distance Learning

Fee : ~300 €

AIM : To equip FINCON with adequate and comprehensive knowledge of accounting system of the Centre

pursuant to the provisions of NATO Financial Regulations to create and maintain accounting records

(journal entries), develop the entire fiscal system and prepare the annual financial statements,
5 individual initiatives etc.
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SC members to approve the new items to PoW-2024
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RAP Files 11,13,14
D&S Branch new entries for 2024




D&S Branch new entries 2024

3 proposals related to BMD issues :

» Subject No 11 : NIMBLE TITAN 26 Experimentation Campaign
» Subject No 13 : BMD OUG participation

» Subject No 14 : BMD TEAM participation

80
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NATO UNCLASSIFIED NATO UNCLASSIFIED
RELEASABLE FOR INTERNET TRANSMISSION RELEASABLE FOR INTERNET TRANSMISSION

1% /2023 SCM Subject No 11 1% /2023 SCM Subject No 11
INTEGRATED AIR & MISSILE DEFENCE -3 of events is not predefined. Rather, ¢ \ structure is determined by
CENTRE OF EXCELLENCE pre-approved objectives submitted by the Steering Committee (SC) at
i : the CDC. For each Execution Event there is a Design Workshop (DW) to
Souda Air Base, 73100, Chania . .
i g determine the event scope/structure/requirements, followed by a Plan-
ttps:// dami-coeiorg ning Workshop (PW) to develop all necessary materials to execute the

15:/2023 Steering Committee Meeting event. The length of all execution events will be proposed at the end of
a DW and approved by the SC.

Paig!

POINT PAPER
FINANCIAL Any financial requirements of the aforementioned training will be cov-
Our Ref: NU. 574 Tel.: +302821440771 CONSIDERATIONS ered from the budget of the following years (being budgeted for FY
NCN: 302-615-4071 & FUNDING: 2024 - as draft budget prepared) without prejudice/impact to the con-
Date: 28 Jul 2023 Email: info@iamd-coe.org duct of other activities of the Centre.
T0: See Distribution RECOMMENDATIONS SC members are requested to approve the participation of SMEs in the
BJECT: NIMBLE TITAN 26 Experimentation Campaign & DECISION: NIMBLE TITAN 26 Experimentation Campaign from year 2024.
No: 1
FOR THE IAMD COE:
PURPOSE: To approve the participation NIMBLE TITAN 26 Experimentation Cam-
paign. Ly = =
BACKGROUND: NIMBLE TITAN is an Integrated Air and Missile Defense (IAMD) wargam- B.Gen (OF-6A) Nikolaos KOKKONIS GRC (AF)
ing campaign of experimentation, set in a notional scenario 10 years in IAMD COE Director
the future. It is the premier forum of U.S. Strategic Command for inform-
ing IAMD national security and military policy among U.S. allies and part- Disclaimer: This is a document of the Integrated Air & Missile Defence Centre of Excellence (IAMD
ners. As an “experiment”, its construct is designed to stimulate partici- COE). It is produced for specific motives with regard to the IAMD COE Program of Work and does not
pants to think outside of the constraints of current international and na- necessarily reflect the notions of NATO or the Participating States of IAMD COE.

tional norms, policies, and procedures via the Chatham House Rule.

- . . .. . - . DISTRIBUTION (via e-mail if not otherwise stated)
vents consist of pre-crisis and crisis planning, crisis wargames, seminars,

and senior leader engagements. The current participant nations and or- External
ganizations collectively shape all NT activities and products. Action: IAMD COE SC - Members
Information: -
ANALYSIS & NIMBLE TITAN 26 Experimentation Campaign is a BMD Experimentation Internal
STATUS: leaded by USA involving NATO countries and NATO Partners at strategic Action: D&S BRANCH
and operational levels looking ahead to 2040. The objectives are Under- Information: DIRECTOR
standing the Environment, preparing to Meet the Threat and responding
to the Threat.

In general, the first event is a Campaign Design Conference (CDC), a fo-
rum designed to validate current objectives and determine the structure
and schedule of events. Campaigns will consist of several Execution
Events and a culminating Senior Leader Capstone. The type and number

81
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Subject No 13

NATO

OTAN

INTEGRATED AIR & MISSILE DEFENCE

CENTRE OF EXCELLENCE
Souda Air Base, 73100, Chania
https://www.iamd-coe.org

1%t/2023 Steering Committee Meeting

POINT PAPER
Our Ref: NU. 576 Tel.: +302821440771
NCN: 302-615-4071
Date: 28 Jul 2023 Email: info@iamd-coe.org
To: See Distribution
SUBJECT: Ballistic Missile Defence Operational User Group (BMD QUG)
No: 13
PURPOSE: To approve the participation in the activities of the BMD OUG.
BACKGROUND: The BMD OUG supports the Capability Management Authorities (CMA).
The BMD OUG is a user centric collaboration forum for the development,
implementation, acceptance and operational evolution of the BMD ca-
pability.
ANALYSIS & The BMD QUG supports the CMA by executing the Capability Manage-
TATUS: ment Functions (CMF) in the context of the Common Funded Capability
Delivery Governance Model (CFCDGM). It operates at the management
level of CFCDGM and is independent from the BMD governance struc-
tures.
The BMD OUG includes all active BMD nations and related organizations
(like NCIA) that participate and contribute to the development of the
BMD Program from ETEE, doctrine, concept and operational perspec-
tives.
FINANCIAL Any financial requirements of the aforementioned training will be cov-
CONSIDERATIONS ered from the budget of the following years (being budgeted for FY
& FUNDING: 2024 - as draft budget prepared) without prejudice/impact to the con-

RECOMMENDATIONS
& DECISION:

duct of other activities of the Centre.

SC members are requested to approve the participation of SMEs in the
aforementioned BMD OUG activities from year 2024.

-1-

NATO UNCLASSIFIED
RELEASABLE FOR INTERNET TRANSMISSION

1% /2023 SCM Subject No 13

FOR THE IAMD COE:

o L

B. Gen (OF-6) Nikolaos KOKKONIS GRC (AF)
IAMD COE Director

Disclaimer: This is a document of the Integrated Air & Missile Defence Centre of Excellence (IAMD
COE). It is produced for specific motives with regard to the IAMD COE Program of Work and does not

necessarily reflect the notions of NATO or the Participating States of IAMD COE.

DISTRIBUTION (via e-mail if not otherwise stated)
External

Action: IAMD COE SC - Members
Information: -

Internal

Action: D&S BRANCH

Information: DIRECTOR
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Subject No 14

INTEGRATED AIR & MISSILE DEFENCE

CENTRE OF EXCELLENCE
Souda Air Base, 73100, Chania
https://www.iamd-coe.org

15t/2023 Steering Committee Meeting

POINT PAPER
Our Ref: NU.577 Tel.: +302821440771
NCN: 302-615-4071
Date: 28 Jul 2023 Email: info@iamd-coe.org
TO: See Distribution
UBJECT: Ballistic. Missile Defence Test and. Exercise. Annual. Meeting. (BMD
TEAM) Activities,
No: 14
PURPOSE: To approve the participation in the activities of the BMD TEAM.
BACKGROUND: The BMD TEAM focusing on development of the 2-year test and exercise
schedule for the NATO BMD Capability delivery and to foster shared
awareness of needs and availability of each stakeholder.
ANALYSIS & The BMD TEAM gathered all key organizations and Nations involved in
TATUS: the BMD mission to share schedule information, to improve the planning
and the participation in BMD events and to enable de-conflicting stake-
holders ‘needs.
The BMD TEAM give the opportunity to exchange between stakeholders
to clarify possible synergies, such as co-locating meetings or combining
test objectives for common interest groups, which will enable more effi-
cient planning and allocation of BMD resources.
The BMD TEAM is led by the NCI Agency which brings its knowledge of
the delivery schedule for NATO BM Command, Control, Communications
and intelligence (BMC3l1).
EINANCIAL Any financial requirements of the aforementioned training will be cov-
CONSIDERATIONS ered from the budget of the following years (being budgeted for FY
& FUNDING: 2024 - as draft budget prepared) without prejudice/impact to the con-

duct of other activities of the Centre.

s

NATO UNCLASSIFIED
RELEASABLE FOR INTERNET TRANSMISSION

1% /2023 SCM Subject No 14
RECOMMENDATIONS SC members are requested to approve the participation of SMEs in the
& DECISION: aforementioned BMD TEAM activities from year 2024.

FOR THE IAMD COE:

S
7 —

8. Gen (OF-6) Nikolaos KOKKONIS GRC (AF)
IAMD COE Director

Disclaimer: This is a document of the Integrated Air & Missile Defence Centre of Excellence (IAMD
COE). It is produced for specific motives with regard to the IAMD COE Program of Work and does not
necessarily reflect the notions of NATO or the Participating States of IAMD COE.

DISTRIBUTION (via e-mail if not otherwise stated)
External

Action: IAMD COE SC - Members
Information: -

Internal

Action: D&S BRANCH

Information: DIRECTOR
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Recommendations & Decisions

SC members to approve the participation to the BMD activities listed
below after the presentation of the POW 2024 from POW Manager as
scheduled in the agenda

» Subject No 11 : NIMBLE TITAN 26 Experimentation Campaign
» Subject No 13 : BMD OUG participation

» Subject No 14 : BMD TEAM participation
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POW 2024

TOPICS

» Introduction of POW 2024

» Cooperation with NATO Entities
»  WGs-Workshops

» Conferences & Forums

» Trainings

» Exercises

» Requests for Support

»  Statistics

88
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Programme of Work 2024

Introduction
~
Set out the COEs activities, services
and products for the course of a
calendar year.
%

Include the long-term perspective of
the COEs activities.

Be executed in coordination with
COE and ACT
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Programme of Work 2024
Cooperation with NATO Entities (1/2)

POW 2024 Date Title Location Remarks
# item
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Programme of Work 2024
Cooperation with NATO Entities (2/2)

POW
2024 . Locatio
# item Date Title . Remarks
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Programme of Work 2024
WGs-Workshops (1/2

2024 o
# item

To be continued

NATO Counter Unmanned Aerial Systems (C-
1. #23 UAS) WG, activities and exercises (e.g. Technical
from 2023
Interoperability Exercise series)

: s : To be

5 494 TBD Joint Capability GI"OLép s(’;leCmGs) Unmanned Aircraft TBD continued from
y 2023
To be

JCG SBAMD 2024 (Joint Capability Group in continued from
& e ULED; Surface Based Air and Missile Defence) T8D 2023
To be

4 438 TBD NATO Modelling and Simulation (M&S) Group TBD continued from

(NMSG) 2023
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Programme of Work 2024
WGs-Workshops (2/2

Title Location Remarks

To be continued
5. #39 TBD C-UAS 353 Research Task TBD from 2023
Group (RTG)

Common synthetic
environment for validation
(or operation) of offensive To be continued
6. #40 TBD and defensive architectures TBD from 2023
for Hypersonic Operational
Threats (HOT) Research
Task Group (RTG)

COE Legal Advisors
7. #25 TBD and Financial Controllers TBD Annual Event
Workshop 2024

PROJECT: IAMD COE
01/01/2024 Modelling & Simulation

8. #2  44/499008 Laboratory

TBD New ltem
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Programme of Work 2024
Conferences - Other activities (1/3

Location Remarks




Programme of Work 2024
Other activities - Conferences (2/3

Location Remarks




Programme of Work 2024 AL NATO

~ Conferences - Other activities (3/3) S oraN

Date Title Location Remarks




Programme of Work 2024
Trainings (1/2

POW 2024 Locat
# item Lo
(0] ]

Annual NSO Course
NSO, Bidding Process
DEU (List of Courses in Annex

A of POW24 in RAP)

1. #1 TBD NSO Training Courses 2024

e.g -Drafting, production
and maintenance of
NATO Standards
Training courses- seminars related to TBD (NMIOTC 25000)
D & S pillar -Allied Joint Doctrine
Development Course
-Standardization within
NATO Course

e.g -NATO Lessons
Learned Portal Manager
TBD course
- NATO Lessons Learned
Staff Officer course

e.g -NATO SOF
Instructor Training
TBD Course or Train the
Trainers Technical
Instructor Course 97

2. #3 TBD

Training courses- seminars related to

£ s UIED A & LL pillar

Training courses- seminars related to

UIED E & T pillar




Programme of Work 2024
Trainings (2/2)

POW 2024
# item Title

Training courses- seminars

#2 TBD related to IAMD domain (Not in
NSO)
International Public Sector
#6 TBD Accounting Standards (IPSAS)
e-learning training.
22-26 Apr 24
(3 Iteration ) Conduct SBAMD Common
#7 04-09 Nov 24(TBC) Education & Training Program
(4" Iteration) (CET-P)
1STMTT (TBC)

.

Location

e.g C-IAMD Course,
Missile Defence
Planning Course (on
AIRC2IS). Balistic
Missile Defence (BMD)
Orientation Seminar, etc.

TBD

Kapodistrian
University of

Athens New ltem
(E-learning)
To be continued from
2023
IAMD COE & -
MTT (TBC) MTT to be provided

upon request



Programme of Work 2024
Exercises (1/1)

POW 2024

# item Location

e.g
-JPOW

TBD -ASTRAL KNIGHT
-NIMBLE TITAN
(new item)

EXERCISES organized by

1. #8 TBD NATO Nations - MOD

e.g.

- RACE
2. #9 TBD NATO EXERCISES TBD - STAL
-RALY

- STJU
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Programme of Work 2024 Qm NATO
Requests for Support (RfS) (1/3) S o1AN

Title / Rfs Requestor Timeframe Status

1. #10 21#078 Layered Resilience Concept HQ SACT 01/09/2021 ACCEPTED &
(NWCC deliverable) 31/12/2025 IN PROGRESS
2. #17 23#013 NATO Lessons Learned HQ SACT 01/02/2024 FEASIBLE
Conference 2024 / 30/06/2024
3. #11 23#034 LL related to the situation in HQ SACT 01/01/2024
and around Ukraine (2024) 31/12/2024 FEASIBLE
COE Support to NATO
HQ SACT 01/01/2024 FEASIBLE
4. #21 23#035 Lessons Learned Process 31/12/2024
NATO Defence Planning 01/01/2024
#16 23#164 Process HQ SACT 31/12/2024 FEASIBLE

B — -



Draft Programme of Work 2024
Requests for Support (RfS) (2/3)

AR NATO
\77 OTAN

#12

#22

#13

#14

21#005,
23#258

21#007,
23#260

21#008,
23#262

21#009,
23#261

Title/Rfs

ACT CPD Branch Coordination
VTCs

Support to NATO Doctrine

COE Support to Education and
Training activities

COE Support to NATO in the
Role of the Department Head

Requestor

HQ SACT
CPD

HQ SACT
CPD

HQ SACT
CPD

HQ SACT
CPD

Timeframe

01/01/2024
31/12/25

01/01/2024
31/12/25

01/01/2024
31/12/25

01/01/2024
31/12/25

FEASIBLE

FEASIBLE

FEASIBLE

FEASIBLE
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T Programme of Work 2024

/ Requests for Support (RfS) (3/3)

Title/RfS

Requestor

Timeframe

10. #46 23#168 Understanding the Human
Factors in Multi-Domain
Operations: Implications for
Training and Performance
Enhancement

11. #45 23#169 Understanding the
Instruments of Power effects

on Military loP in Multi-
Domain Operations from
training perspective

12. #47 23#171 Support to NATO Distributed
Synthetic Training (DST)

ACT ETPP
Branch

ACT JFD ETPP

STO CSO MSCO
(NMSG) (DST)

01/08/2023
31/12/2024

01/07/2023
01/01/2026

01/07/2023
31/12/2024

FEASIBLE
Continued from 2023
Pending
POW 23 rev.2 Approval

FEASIBLE
Continued from 2023
Pending
POW 23 rev.2 Approval

FEASIBLE
Continued from 2023
Pending
POW 23 rev.2 Approval
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Visualization of POW Progress Development

POW 24
POW 23 rev1 47 items

POW 22 43 items
(initially 41)

@ 65 items

POW 21
68 items

BENATO

# SN/FN/MODs
4PN
ENON-NATO
4 |O/OTHER

u OTHER

# COE(SELF)
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Questions




Recommendations & Decisions

SC members are kindly requested to approve POW 2024.
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Cooperation with Technical University of Crete

FRAMEWORK AGREEMENT (13 JULY 2021)

FRAMEWORK AGREEMENT
FOR COOPERATION

Between

the Technical University of Crete (TUC),
School of Production Engineering and Management,
Turbomachines and Fluid Dynamics Laboratory

and
the Integrated Air and Missile Defence Centre of Excellence (IAMD COE),

concerning the development of cooperation on education, training, research and
experimentation amongst the two organizations

Introduction

The Turbomachines and Fluid Dynamics Laboratory (Turbolab — TUC) of the School of
Production Engineering and Management of the Technical University of Crete {TUC) and the
Integrated Air and Missile Defence Centre of Excellence (IAMD COE), hereinafter referred to
collectively as “the Participants”, being the authorities responsible for the implementation of the
present agreement, seek to enhance relations between the two organizations by developing
cooperation in the fields of education, training, research and experimentation.

Section 1
Modes of Cooperation

‘With respect to the operational and security regulations as well as the availability of resources
of each Participant, the following modes of cooperation are encouraged:

® Exchange of experts for participation in lectures, conferences, workshops, panel
discussions and other educational and academic activities;
Exchange of publications, teaching materials and other non-classified information, in

.
fields of common interest;
COL(OF-5)  Digtmty myraby 00 : Digitally sigred by R
Evangeios JEDE loannis S Mok i
TZKASGRC  pwmnzn  Nikol Date: 20210402 115549 R e asam
(AF) Trar D vt Ikolos 700 12043 BT

# Development of joint educational and research programs and activities, and/or assisting
the further development of existing educational capabilities through exchange of
expertise;

# Any other form of cooperation that may be jointly decided upon by the Participants.

Section 2
Specific Cooperation Protocols

Prior to the initiation of any particular program or activity, the Participants will consult
and agree in writing, regarding the specific terms of cooperation, including non-disclosure of
information when deemed appropriate, within the framework of this agreement.

Section 3
Final Provisions

3.1 This agreement will come into effect on the date of the last signature. It will remain in force
forfive (5) years and may be extended, renewed, amended or modified by mutual written consent
of the Participants.

32 Either Participant may terminate this agreement, giving six (6) months written notice to
the other Participant. Any program or activity that has already commenced will be completed to
the best of both Participants’ abilities.

33 The Participants do not intend to create any rights or obligations by virtue of this
agreement. Dispute is to be settled only by consultations between the Participants.

Date: April 2, 2021

Date: Aprif 2, 2021

Date: July 13, 2021

Signature: Signature: Signature:
" N H Orgaty wgras sy
il loannis G e vt T
Date: 2021.04.02 Nikolos e~ i 1/1 IV TEmAs 6RO SEED, o
12:04:05 +03°00 o A i) et
Prof. Prof. Michail Zervakis Prof. loannis K. Nikolos Colonel (HAF) Evangelos Tzikas
Vice Recter of Research and Director, Turbomachines IAMD COE Director
Life-long Learning, & Fiuid Dynamics Laboratory,
Chair of the Research School of Production Engineerning
and istration Ct . &N
Technical University of Crete. Technical University of Crete.

ta
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IAMD COE-TUC FRAMEWORK AGREEMENT

Section 1 (Modes of Cooperation)

“With respect to the operational and security regulations as well as the availability of resources of each
Participant, the following modes of cooperation are encouraged:

+»» Exchange of experts for participation in lectures, conferences, workshops, panel discussions and other
educational and academic activities;

¢ Exchange of publications, teaching materials and other non-classified information, in fields of common
interest;

s Development of joint educational and research programs and activities, and/or assisting the further
development of existing educational capabilities through exchange of expertise;

** Any other form of cooperation that may be jointly decided upon by the Participants.
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IAMD COE-TUC FRAMEWORK AGREEMENT gg NATO

OTAN

Section 2 (Specific Cooperation Protocols )

“Prior to the initiation of any particular program or activity, the Participants will
consult and agree in writing, regarding the specific terms of cooperation, including

non-disclosure of information when deemed appropriate, within the framework of
this agreement.”




Cooperation with Technical University of Crete

» CONTRACT 22-04 (19t Aug 2022)

Writing, delivering and publishing of
review paper-report

INTEGRATED AIR AND MISSILE DEFENCE
CENTRE OF EXCELLENCE

CONTRACT 22-04

Writing, delivering and publishing of
review paper-report

between

INTEGRATED AIR AND MISSILE DEFENCE CENTRE OF EXCELLENCE
(IAMD COE)
&

TECHNICAL UNIVERSITY OF CRETE
{TUC)
(SPECIAL ACCOUNT FOR RESEARCH FUNDING OF THE TECHNICAL
UNIVERSITY OF CRETE)
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A NATO

CONTRACT 22-04 /| STATEMENT OF WORK - SOW %,%

OTAN

General Specifications

Three (3) deliverable products-services:

(1) Writing and delivery of a review paper-report under the subject:
“Overview of international hypersonic weapons programmes, and potential ways to exploit physical
phenomena around Hypersonic Weapons to improve surveillance capabilities (Detection and

Tracking).”

(2) Writing and delivery of an extended abstract of the abovementioned study report.

(3) Publishing of the abovementioned paper-report into a scientific journal or magazine.
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Cooperation with Technical University of Crete

> Invitation For Bidding FINCON 22-11

> PART Ill SPECIAL PROVISIONS & TECHNICAL
SPECIFICATIONS (STATEMENT OF WORK-SOW)

CONFIDENTIAL

INTEGRATED AIR AND MISSILE DEFENCE
CENTRE OF EXCELLENCE

CONTRACT 22-10

Study Report
“Analysis of the related Physical Phenomena and
Aerodynamic Performance of Hypersonic Vehicle(s) and
possible ways of exploiting those data in order to
improve Surveillance Capabilities”

between

INTEGRATED AIR AND MISSILE DEFENCE CENTRE OF EXCELLENCE
(IAMD COE})
&
TECHNICAL UNIVERSITY OF CRETE
(Tuc)
(SPECIAL ACCOUNT FOR RESEARCH FUNDING OF THE TECHMICAL
UNIVERSITY OF CRETE)

December 2022

CONFIDENTIAL
1 114




A NATO

Cooperation with Technical University of Crete %,%

OTAN

> PART Il SPECIAL PROVISIONS & TECHNICAL SPECIFICATIONS
(STATEMENT OF WORK)

a. General Specifications

b. Technical Specifications - Description of Deliverables

c. Project Management
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STATEMENT OF WORK - SOW

a. General Specifications

Three (3) deliverable products-services:
(1) Writing and delivery of a review paper-report under the subject:

“Analysis of the related Physical Phenomena and Aerodynamic Performance of Hypersonic Vehicle(s)
and possible ways of exploiting those data in order to improve Surveillance Capabilities”.

(2) Writing and delivery of an extended abstract of the abovementioned study report and
creation of the geometry models of the vehicles to be used for the simulation studies.

(3) Writing and delivery of an interim report of the above-mentioned study.

(4) Publishing of the abovementioned paper-report into a scientific journal or magazine.
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STATEMENT OF WORK - SOW

b. Technical Specifications — Description of Deliverables

—- Deliverable “1”: Study Report / Subject:

“Analysis of the related Physical Phenomena and Aerodynamic Performance of Hypersonic Vehicle(s)
and possible ways of exploiting those data in order to improve Surveillance Capabilities.”

O 3 STAGES/CHAPTERS

O Delivery Date: By 22 December 2023.




STATEMENT OF WORK - SOW

b. Technical Specifications — Description of Deliverables

—- Deliverable “1”: Study Report
O STAGE /CHAPTER 1
= Digital geometrical model(s)

> Scram Jet-powered Hypersonic Vehicle type
(Atmosphere Low Layer regime (30 - 60 km) at a Mach 5+)

> Hyper-Glide Vehicle (HGV) (wave-rider) type of hypersonic vehicles.
(Atmosphere High Layer (60 - 100 Km) at a Mach 10)
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STATEMENT OF WORK - SOW

b. Technical Specifications — Description of Deliverables
—- Deliverable “1”: Study Report
O STAGE /CHAPTER 2
» Endo-Atmospheric physical phenomena
> Aerodynamic performance of the model(s)

> Phenomena in presence (flow, thermal, radiation, etc.)
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STATEMENT OF WORK - SOW

b. Technical Specifications — Description of Deliverables

—- Deliverable “1”: Study Report

Q STAGE /CHAPTER 3

Summary of the above

Reference to the existing or ongoing possibilities of detecting the phenomena
mentioned

Presentation of proposals for the improvement of the Alliance’s Air & Missile Defense
Surveillance Capabilities (with emphasis in Detection and Tracking).
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STATEMENT OF WORK - SOW

b. Technical Specifications — Description of Deliverables

—- Deliverable “2”: An extended abstract of the study report.

Structure: Typical.
Length of abstract: Not less than one thousand (4000) words.
Language: English Language.

Delivery Date: By 29 April 2023 (Delivered)
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STATEMENT OF WORK - SOW

b. Technical Specifications — Description of Deliverables

—- Deliverable “3”: An interim report of the study report with additional information on the
performance and physical phenomena that were retrieved during the simulation of the afore-
mentioned geometrical models.

= Structure: Typical.
= Length of abstract: Not less than ten thousand (10.000) words.
= Language: English Language.

= Delivery Date: By 30 August 2023 (Delivered)
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STATEMENT OF WORK - SOW

b. Technical Specifications — Description of Deliverables

—- Deliverable “4”: Publication of study report (as deliverable “1”) properly prepared in scientific
format, into a scientific journal or magazine.

= The selection of the scientific journal or magazine will be under the choice of the
competent/responsible professor.

= Respective approval by the IAMD COE.

= Delivery Date: No later than 01 July 2024.
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STATEMENT OF WORK - SOW

b. Technical Specifications — Description of Deliverables

Written acknowledgement

“This study was funded by the Integrated Air and Missile Defence Centre of Excellence (IAMD COE)
and any intellectual property resulting from the work covered by this will be property of the IAMD
COE. This paper reflects only the IAMD COE policies and its author(s)’ positions and it is not

intended to create any legal obligations nor does it reflect NATO’s policies or positions, or engage
NATO in anyway.”.
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STATEMENT OF WORK - SOW

c. Project Management

= [Intellectual Property

Any intellectual property resulting from the work covered by the Contract will be the
property of the IAMD COE.

Any invention or inventive step made, based on or derived from the IAMD COE’s disclosures,
or work carried out within this project, will be disclosed and assigned to the IAMD COE.
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Recommendations & Decisions

SC members to note about the Established Cooperation and the on-going
activities between the IAMD CoE and the Technical University of Crete
(TUC), School of Production Engineering and Management,
Turbomachines and Fluid Dynamics Laboratory.
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Cooperation with ICS/FORTH

MEMORANDUM OF UNDERSTANDING
FOR BILATERAL RESEARCH COOPERATION

Between

the Institute of Computer Science (ICS),
[ for and Technology - Hellas [FORTH)

and
the Integrated Air and Missile Defence Centre of Excellence (IAMD COE),

concerning the devel of cooperation on education, training, research and
experimentation amongst the two organizations

Introduction

a. The Institute of Computer Science (iCS) of the Foundation for Research and Technology -
Hellas (FORTH}, a non-profit research organization of the wider public sector with its seat
at 100 N, Plastira str. Heraklion, Crete, Greece 70013, represented for the signature of this
agreement according to the decision with Pr. Ref. Nr. 490/38-6/17-10-2022 of the BoD of
FORTH by Prof. D. Plexousakis, Director of ICS-FORTH, and

b. the Integrated Air and Missile Defence Centre of Excellence (JAMD COE), a NATO-
accredited multinationally sponsored centre, activated by North Atlantic Council as a
NATO Military Body, located in Souda Air Base, Chania, Crete, Greece, 73100, represented
for the signature of this agreement by Brigadier General Nikolaos Kokkonis, Director of the
1AMD COE,

hereinafter referred to each party as ‘Party’ or ‘Participant” and/or collectively as ‘Parties’
or ‘Participants’,

whereas the Parties while being the authorities responsible for the implementation of the
present agreement, seek to enhance equally bilateral and mutual relations between the
two organizations by developing such bilateral bona fide cooperation in the fields of
education, training, research and experimentation.

Section 1
Modes of Cooperation

With respect to the operational and security r ions as well as the
of each Participant, the following modes of cooperation are encouraged:

y of

« Exchange of experts for participation in lectures, conferences, workshops, panel
discussions and other educational and academic activities;

« Exchange of publications, teaching materials and other non-classified information, in

fields of common interest;

MEMORANDUM OF UNDERSTANDING (15 November 2022)

e Development of joint educational and research programs and activities, and/or assisting
the further development of existing educational capabilities through exchange of
expertise;

e Any other form of cooperation that may be jointly decided upon by the Participants.

Section 2
Specific Cooperation Protocols

Prior to the initiation of any particular program or activity, the Participants will consult and
agree in writing, regarding the specific terms of cooperation, including non-disclosure of
information when deemed appropriate, within the framework of this MOU.

Section 3
Final Provisions

3.1 This MOU will come into effect on the date of the last signature. It will remain in force
for two (2) years and may be extended, renewed, amended or modified by mutual written
consent of the Participants.

3.2 Either Participant may terminate this MOU, giving three (3) manths written notice to
the other Participant. Any program or activity that has already commenced will be completed to
the best of both Participants’ abilities.

3.3 This MOU does not create any financlal or legal obligations; it is a functional
relationship between the Participants and is considered mutually beneficial, in the field of the
potential modes of cooperation encouraged, as depicted in above Section 1. Regardless of this
MOU, in the event that the IAMD COE invites for bidding research entities in the context of
specific projects, the ICS-FORTH can participate as a potential contractor; in case of award, any
legal and financial obligations will be governed exclusively by the contract that will be concluded.

3.4 Anydispute regarding the interpretation, application or implementation of this MOU is
to be settled only by consultations between the Participants.

pate: S /itfz2 Date:
Signature: Signature:

/ .,‘L_,___f' H‘

B. General (HAF) Nikolaos Kokkonis
IAMD COE Director

Prof. Dimitris Plexousakis
Director, ICS-FORTH
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IAMD COE-FORTH MoU

Section 1 (Modes of Cooperation)

“With respect to the operational and security regulations as well as the availability of resources of each
Participant, the following modes of cooperation are encouraged:

+»» Exchange of experts for participation in lectures, conferences, workshops, panel discussions and other
educational and academic activities;

¢ Exchange of publications, teaching materials and other non-classified information, in fields of common
interest;

s Development of joint educational and research programs and activities, and/or assisting the further
development of existing educational capabilities through exchange of expertise;

** Any other form of cooperation that may be jointly decided upon by the Participants.
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IAMD COE-FORTH MoU

Section 2 (Specific Cooperation Protocols )

“Prior to the initiation of any particular program or activity, the Participants will
consult and agree in writing, regarding the specific terms of cooperation, including

non-disclosure of information when deemed appropriate, within the framework of
this MoU.”
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Cooperation with FORTH

» CONTRACT XX-ZZ (By end of 2023)

« Research & Development (R & D) collaborative project:

AI-Empowered Drone Detection
Passive Radar Using 5G Signals

AIRESG
ST
%
g I

$ INSTITUTE OF COMPUTER SCIENCE
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Cooperation with FORTH

TABLE OF CONTENTS

MOTIVATION
* ARS vs PRS
OBJECTIVES

« AIRE5G's NOVELTY

« AIRE5G’s IMPACT

« AIRE5G's METHODOLOGY

“S & MARKET POSITION
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Cooperation with FORTH

Military Military — 45
Reconnaissance Combats | _ ’ /7
b

by 2029
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Cooperation with FORTH

Importance

= Rapidly evolving
battlefield scenarios

enemy activities

& interoperability in
military operations

= Gain intelligence about

= Sijtuational awareness

Challenges

= Traditional radar systems are
ill-equipped to handle modern
UAVs

= Identify/classify an increasing
variety of drones (size,
shape, flight characteristics)

= Improved decision-making via
low-cost, versatile, and

_/

\__Scalable DRS designs -

\

Advancements

Commercially deployed
ubiquitous telecomm.
networks

High-performance Al
models for autonomous
decision-making

Software-defined DRS

allowing for easy upgrade

and futureproofing

_/
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Cooperation with FORTH

DRONE RADAR SYSTEMS

ACTIVE RADAR SYSTEMS (ARS) vs PASSIVE RADAR SYSTEMS (PRS)

ARS OPERATION PRS OPERATION
» Generate and transmit their own « Rely on existing sources of electromagnetic waves
electromagnetic waves into the (e.g. commercial radio/TV broadcasts) as illuminators
surrounding environment of opportunity
« Measure time delay, frequency shift « Extract target-specific radar signatures via
(Doppler effect) and amplitude of sophisticated signal processing and feature extraction

techniques ((

reflected waves

(56)
Base Station

YU (56)

. Base Station

Passive Radar

136
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Cooperation with FORTH

AIRESG - OBJECTIVES

« ODbj. 1: Design a low-cost PRS leveraging commercially deployed transmitters

« Obj. 2: Develop high-performance AI models for autonomous data cleansing,
anomaly detection, and inference

« Obj. 3: Implement and evaluate an integrated computational intelligence
platform for drone detection and classification



Cooperation with FORTH

 AIRE5G NOVELTY

DRONES

¥ 1

=

AI MODELS
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Cooperation with FORTH

AIRE5G NOVELTY

O TAILORED TO DRONES

= Their number is expected to rise exponentially in the next years

= They can be used for malicious (intended or unintended) reasons

= Early detection is of high importance

= They present different characteristics from usual radar targets

« Higher mobility; lower altitude

More degrees of freedom (DoF)

Much smaller form factor (size, shape, and other physical specs)

Operating in urban environments (many obstacles, N-LOS)
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Cooperation with FORTH

AIRE5G NOVELTY

TG CAPITALIZE ON 5G INFRASTRUCTURE

= 5G base stations will be in a few years

= They provide
- mmWave frequencies: better ability to detect smaller targets
 Wide bandwidths (100-800 MHz): better range resolution

« MIMO (up to 256 antennas): more reflected signals can be x-
corr’d to improve detection and classification
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Cooperation with FORTH

AIRE5G NOVELTY

BUILD AN AI-EMPOWERED RADAR
= Drones can have due to more DoF
= (lassical tracking approaches may fail (cluttered signals, low SNR)
. -based tools are better capable in resolving such issues

= Use of algorithms for target detection,
classification and tracking

= Versatile PRS enables

of operational frequency band/bandwidth to maximize
accuracy and probability of correct detection/classification e



Cooperation with FORTH

AIRE5SG IMPACT

« Scientific & Technological: (1) Implement the first integrated end-to-end
PRS leveraging the advantages of 5G networks and AI models; (2) Bring the
learning methodology in purely software-defined drone detection PRS; (3)
Create new opportunities for online processing and learning in emerging sensor-
rich military operational environments

« Operational: (1) Rapid dissemination of AIRE5G technology to other
operational domains facing similar data analysis and learning challenges; (2)
Incorporation into existing counter-drone systems
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Cooperation with FORTH

AIRE5G METHODOLOGY

WP1

WP2 WP3

(fine tuning)

» Simulated data & l * Real data
3 | » Al models
* Al models |

{beta version) ;“‘Ii ﬂ . Prototype S\[Stem

Deliverable No. Deliverable Name  Related WP | Type | Due Date
D2.1 System architecture, specifications and requirements WP2 R Mi12
D22 Pert:nnnauce ev:aluation on simulat;_ad data and WP2 R M12
estimated performance in real environments
D3.1 Final prototype system architecture WP3 R M24
D3.2 Performance evaluation on real data WP3 R M24
D3.3 Prototype system WP3 DEM M24
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Cooperation with FORTH

ADVANTAGES & MARKET POSITION
rObin GRS . software-defined solution

radar systems

« Easy upgrade and futureproofing

AARONIA AG ch « White-box solution
WWW. AARONIA.DE
* Full access to modules’ architecture

CAMBRIDGE PI)(EL

State-of-the-art AI models

e
N

Self-training option by the end-user

» Interoperability w/ existing military systems

AVEILLANT « Back-compatibility with 3G/4G networks

» Forward-compatibility with the future 6G,,,



Recommendations & Decisions

SC members to note about the Established Cooperation and the on-going
activities between the IAMD CoE and the ICS/FORTH
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Questions




RAP File 17

“Al-Empowered Drone Detection Passive Radar Using 5G Signals” Project -

Intended Contract with FORTH-ICS
(a) Shared Budget 2023 - Transfer of funds between/within Chapters
b) Procurement procedure (tender requirements in case of prospective contracting with FORTH-ICS)




Budget and Procurement Requirements A | NATO
Project “Al-Empowered Drone Detection Passive Radar Using 5G Signals” GF/

Pre-solicitation

conferences _l 'l St Ph ase
(from M to M+12) (72 months)

‘ Feasible Research Project | . Tech_n_ical_report with_ full details of system's architecture,

specifications & requirements

Al-Empowered Drone Detection « Technical report with system's performance evaluation on
Passive Radar Using 5G Signals simulated 5G signals and estimated performance in real
(AIRE5G) environments

/ w@nal

Direct signal

/\IRESG |

%

2"d Phase

(from M+13 to M+24) (12 months)

« Technical report of final prototype system

« Technical report with system's performance evaluation on real
data

« Prototype system (hardware & software)

J
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Budget and Procurement Requirements
Project “Al-Empowered Drone Detection Passive Radar Using 5G Signals”

15t Phase S 2" Phase |
(from M to M+12) (12 months) | (from M+13 to M+24) (712 months)
. Tech_n_ical_report with_ full details of system's architecture, /. Technical report of final prototype system )
SpeCIfI.CatlonS & re_quwementf, . « Technical report with system's performance evaluation on
« Technical report with system's performance evaluation on real data
simulated 5G signals and estimated performance in real hard ¢
L e /&\- Prototype system (hardware & software) p
[ Nov 23 - Oct 24 Nov 24 - Oct 25 |
X Est. Budget (15t Phase): 41.000 € Est. Budget (2" Phase): 38.000 € |

Pre-solicitation SC Contact Deliverables of Deliverables of
conferences approvql Award 1st phase 2nd phase
i Decnswn

N\

: Sfoge , . SToge SToge 7 [ Prototype
' : '\ System

Finalisation of Call for Compehhon

specifications & (Invitation For Bidding)
requirements

Contract Execuhon Contract Execuhon Final
1t phase 2d phase Evaluation &
Completion




Budget and Procurement Requirements % NATO
Project “Al-Empowered Drone Detection Passive Radar Using 5G Signals” I OTAN

_ ' v' Thorough monitoring of the current budget execution
Est. cost of intended project: v’ Needs through the end of year 2023

79.000 € v' Savings from smart actions regarding procurement and travel
Est. duration of execution:
2 years (Nov 23 - Oct 25) it is feasible to finance the entire value (79.000 €) of the
2 alternative funding options: whole project from the approved Shared Budget 2023

> Current budget (FY 2023)
> Multi-year (FY 2023-2025) < Within the limits of the approved funds (256.000 €)

through internal transfers

% No need for additional contributions

% No issues of meeting the requirements of other activities
in medium-term

* Reallocation of funds
~ between/within Chapters  f4ps SC approval

of Shared Budget 2023 5797 is needed
is required
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Budget and Procurement Requirements f; NATO
Project "Al-Empowered Drone Detection Passive Radar Using §G Signals” S OTAN

Est. cost of intended project:

79.000 €
C/ISI: 710103 (Research Project Contracts)
Current available fund's: 18.000 €

Transfer within Chapter 71.: + 6.400 €
Transfer from Chapter 72: +31.050 €
Transfer from Chapter 73: +23.550 €

Funds after transfer: 79.000 €

3 \\\\\\\\ .




Initial Final

/1

Budget and Procurement Requirements AL | NATO
Project "Al-Empowered Drone Detection Passive Radar Using 5G Signals’ 1’7 OTAN

710101 Consultants and Temporary Staff 0,00 0,00 0,00
710102 Academic Expenses 5.000,00 -520,00 4.480,00
710103 Research Project Contracts 24.000,00 +61.000,00 &5.000,00
710201 Transportation 8.160,00 -2.880,001  5.280,00
710202 Course fee 12.460,00 —3.000,00E 9.460,00

Chapter 71 49.620,00  +54.600,00' 104.220,00
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Budget and Procurement Requirements %% NATO

Project “Al-Empowered Drone Detection Passive Radar Using 5G Signals” OTAN
Chapter 71 49.620,00 +54.600,00 104.220,00

720101 Printing and Photocopying Rental/Lease 0,00 0,00 0,00
720102 Printing and Photocopying Consumables 2.150,00 0,00 2.150,00
720201 Public Affairs Supplies 11.000,00 0,00 11.000,00
720202 Hospitality and Representation 20.000,00 0,00 20.000,00
720301 Electricity 7.500,00 -2.000,00 5.500,00
720302 Water and sewage 1.600,00 -200,00 1.400,00
72 720303 Heating and Cooling 1.200,00 0,00 1.200,00
720401 Rental of Minor Facilities 8.000,00 -2.300,00 5.700,00
720402 Minor Building maintenance 500,00 -340,00 160,00
720403 Facilities & Buildings Equipment maintenance 300,00 0,00 300,00
720404 Facilities and Buildings Services 4.500,00 0,00 4.500,00

720501 Computers Rental and Operational Lease 0,00 0,00 0,00
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Budget and Procurement Requirements %% NATO

Project “Al-Empowered Drone Detection Passive Radar Using 5G Signals” OTAN
Chapter 71 49.620,00 +54.600,00 104.220,00

720502 Computers Spare/Repair Parts 250,00 0,00 250,00
720503 Computers Maintenance 250,00 0,00 250,00
720504 Computers Services 12.300,00 0,00 12.300,00
720601 Communication Systems Rental and Oper. Lease 0,00 0,00 0,00
720602 Communication Systems Spare Parts & Consumables 300,00 0,00 300,00
72 720603 Communication Systems Maintenance 0,00 0,00 0,00
720604 Communication Systems Services 4.500,00 -2.000,00 2.500,00
720701 Mission carriers Rental and Operational Lease 10.500,00 -5.700,00 4.800,00
720702 Mission carriers Maintenance 2.000,00 -1.000,00 1.000,00
720703 Mission carriers Fuel Costs 4.500,00 -800,00 3.700,00

720704 Mission carriers Insurance 0,00 0,00 0,00
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Budget and Procurement Requirements %% NATO

Project “Al-Empowered Drone Detection Passive Radar Using 5G Signals” OTAN

Chapter 71 49.620,00 +54.600,00 104.220,00

720801 Transportation (activities) 36.000,00 -5.900,00 30.100,00
720802 Participation fee (activities) 1.700,00 -250,00 1.450,00
720901 Literature and Periodicals 1.500,00 -1.500,00 0,00

e 720902 Office supplies 2.500,00 -1.700,00 800,00
720903 Bank charges 470,00 -200,00 270,00
720904 Postal/shipping services 160,00 -160,00 0,00
720905 Miscellaneous Supplies 4.500,00 -3.000,00 1.500,00
720906 Miscellaneous Services 5.000,00 -4.000,00 1.000,00

Chapter 72 143.180,00 -31.050,00 112.130,00
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Budget and Procurement Requirements %% NATO

Project “Al-Empowered Drone Detection Passive Radar Using 5G Signals” OTAN
Chapter 71 49.620,00 +54.600,00 104.220,00
Chapter 72 143.180,00 -31.050,00 112.130,00

Budget Budget
730001 Computers 8.000,00 0,00 8.000,00
730002 Communications 35.000,00 -7.000,00 28.000,00
730003 Furniture and Office Equipment 3.000,00 0,00 3.000,00
73 730004 Vehicles 16.000,00 -16.000,00 0,00
730005 Machinery 1.200,00 -550,00 650,00
730006 Installed Equipment 0,00 0,00 0,00
730007 Buildings 0,00 0,00 0,00

Chapter 73 63.200,00 -23.550,00 39.650,00
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Budget and Procurement Requirements é) NATO
Project “Al-Empowered Drone Detection Passive Radar Using 5G Signals”

& ’?; o - ExceE >
T o o
burden for current FY 2023

0.00 € Chapter 71 49.620,00 +54.600,00 104.220,00
NO Chapter 73 63.200,00 -23.550,00 112.130,00
/mpaczﬁo other TOTAL 256.000,00 0,00 256.000,00
needs/activities /requirements
! 0
Notation

By achieving a contract within FY 2023, SC will be informed to
approve the carry-forward of the funds committed to the res-
~ pective following years (based on the project phases execution):

" To 2024: 47.000 € " To 2025: 38.000 €
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Budget and Procurement Requirements
Project “Al-Empowered Drone Detection Passive Radar Using 5G Signals”

o
4‘3;,,’? oS

IAMD COE FAPs (DIR 60-01)
“CGoods and services of which the cost is estimated to exceed the equivalent of Level C of the EFL

(30.000,00 €) ...shall be procured through soliciting from at least five (5) economic
operators/suppliers...” (Annex F, §4.2.1.4)

“Deviations from the above requirements may only be authorized ...in the interests of security,
urgency, standardization of equipment, or/and exceptional circumstances.
When the total amount exceeds ...30.000,00 € annually, such cases shall be reported to the SC for

decision” (Annex F, §5)

Deviation from the procurement
procedure to be approved

-

> Value = 79.000 € (> 30.000 €)
\ > Specific technical specifications
\ » Nature of intended project
\ > Security requirements

\  (specifications not releasable to public)

Award to be feasible without a
minimum number of bids

Lo ==
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Recommendations & Decisions

SC members are kindly requested to unanimously approve regarding the intended
project “Al-Empowered Drone Detection Passive Radar Using 5G Signals”:

» The proposed transfers of funds between/within Chapters of Shared Budget of FY 2023.

= By way of exception, the deviation from rules regarding procurement process required
for this project, allowing the award without a minimum number of bids.
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Budget and Procurement Requirements e NATO
Project "Al-Empowered Drone Detection Passive Radar Using 5G Signals” \I/ OTAN

Questions




Budget and Procurement Requirements
Project “Al-Empowered Drone Detection Passive Radar Using 5G Signals”

RAP File 17

“Al-Empowered Drone Detection Passive Radar Using 5G Signals” Project -

Intended Contract with FORTH-ICS
(a) Shared Budget 2023 - Transfer of funds between/within Chapters
b) Procurement procedure (tender requirements in case of prospective contracting with FORTH-ICS)




RAP File 12

External Audit of IAMD COE Financial Statements for FYs 2020-2023
(for Shared Budget of FYs 2021-2023)




External Audit of Financial Statements (FS) <= SATE

> Operational MOU (§10.13)

Reg UIatory Framework > Financial Administrative Procedures (FAPs) (§8)

> “The audit functions for the budget are performed as directed by the SC.”

> “The SC determines the period and the body that shall perform an external audit of IAMD
COE’s financial statements in accordance with IAMD COE Operational MOU.”

> “The audit will be conducted to achieve assurance that the financial statements are in
accordance with the approved financial framework.”

> “Audit report shall be provided to the SC accompanied with a statement made by the
Director covering possible comments on the audit report and actions taken.”
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External Audit of Financial Statements (FS) <= i

OTAN

> Operational MOU (§10.13)

R €g ulator. 14 Framework > Financial Administrative Procedures (FAPs) (§8)

> “The audit functions for the budget are performed as directed by the SC.”

> “The SC determines the period and the body that shall perform an external audit of IAMD
COE’s financial statements in accordance with IAMD COE Operational MOU.”

> “The audit will be conducted to achieve assurance that the financial statements are in
accordance with the approved financial framework.”

> “Audit report shall be provided to the SC accompanied with a statement made by the
Director covering possible comments on the audit report and actions taken.”

> FS 2023
(issue by Mar 2024)

> FS 2020 > FS 20217
(approved) (approved)

> FS 2022
(approved)

PP

164



External Audit of Financial Statements (FS) QB NATO

FS 2020 FS 2021 FS 2022 FS 2023
(a pproved) (a pproved) (a pproved) (issue by Mar 2024)
Shared Bua’get 2021 Shared Bua’get 2022 Shared Bua’get 2023

Accountability and transparency
of financial administration

3 years shared funds
from participating nations

Avoid being unaudited for > 3 years \ Y Y& Achieve reasonable assurance by
' ial i an independent auditor

Confirmation of
proper use of shared funds
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External Audit of Financial Statements (FS) <= NATO

OTAN
AUDIT ENTITY Audit B'ody for NATO Chartered Accountants Chartered Accountants
International Board of Grant Thornton PricewaterhouseCoopers
Auditors for NATO (GT) (PwC)
eI (IBAN) 7%t largest accounting firm world-wide 2" Jargest accounting firm world-wide
Aty i cery | Not available for 2024
(when) COE in their aL.JdIt sF:heduIe in
future years (likely in 2026)

LGt O eI B With physical presence
the audit Only remotely

) .
(where) on Centre’s premises

Capability to carry out Full audit Not full audit

the audit based on . . _ _
e @ e [capability of auditing IAW International Public Sector |[no capability to provide

framework Accounting Standards full audit IAW applicable
(IPSAS), as applied from the IAMD COE] standards (IPSAS)]

(what)
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External Audit of Financial Statements

(FS)

A, NATO
\I/ OTAN

AUDIT ENTITY Audit Body for NATO Chartered Accountants Chartered Accountants
International Board of Grant Thornton PricewaterhouseCoopers
Auditors for NATO (GT) (PwC)
AUDIT DETAILS (I BAN) 7% largest accounting firm world-wide 2" Jargest accounting firm world-wide

Breakdown of
procedures to be
performed and
outcomes
(indicatively)

(what)

- Performing procedures to obtain audit evidence about the
amounts and disclosures in all FS

- Obtaining reasonable assurance that the FS are free from
material misstatement and errors

- Evaluating the appropriateness of the accounting policies
used and the reasonableness of accounting estimates made

- Evaluating the overall presentation of the FS including
procedures established, keeping of accounting books,
planning and the implementation of an adequate internal
controls system, etc.

- Delivering Auditor’s Report expressing an opinion on the FS
to ascertain the extent to which the IAMD COE FS present
fairly, in all material respects, the financial position of the
Centre, and the results of its operations.

- Performing of limited “Agreed-
Upon Procedures” audit

- Tracing and agreeing only the
Budget Execution Statement &
Cash and Cash Equivalents

- Tracing and agreeing limited
number of the supporting docu-
mentation of specific number of in-
voices/contracts (for 30 respective
payments)

- Delivering Auditor’s Report based
on data audited only
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External Audit of Financial Statements (FS)

A, NATO
\I/ OTAN

Audit Body for NATO Chartered Accountants Chartered Accountants
AUDIT ENTITY International Board of Grant Thornton PricewaterhouseCoopers
Auditors for NATO (GT) (PwC)
(|BAN) 75t largest accounting firm world-wide 2" argest accounting firm world-wide
FOR NATO_
AUDIT DETAILS \o < - - wc
L
Grant Thornton
Audit Fees = 18.000 - 28.000 £ = 8.000 - 9.000 € = 19.500 €
for FY 2020-2023 (range of 10.000 € was proposed to |(6.800 € audit fees and 1.200-2.200 €| (6.500 € audit fees per year audited -
Shared Budget Of FY provisionally budgeted, if required, | est. travel/accommodation costs of not including FS of FY 2020)
depending on audit findings) auditors, depending on the time
2021-2023

(cost)

period of the physical presence of
the audit)
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External Audit of Financial Statements (FS)

© Non-availability of carrying out the audit in short-term
® Fees (18.000 - 28.000 €)

O Full audit based on IAMD COE financial framework (IPSAS)
& Most cost-efficient option (8.000 - 9.000 €)

GrantThornton

l © Overly limited audit to specific data

Q@ Fees (19.500 €)
pwc
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External Audit of Financial Statements (FS)

GrantThornton
pwc

IBAN

- Recommended option for external audit

Notation

Chartered Accountants
of international firms

o External auditor will be selected following
the formal procurement process
(Invitation for Bidding, Contract)

o Tender process will be conducted within
Q1 2024

o Audit is scheduled on May - June 2024
(following approval of FS 2023)
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Recommendations & Decisions

SC members are kindly requested to unanimously approve:

= The external audit of IAMD COE FS of FYs 2020 - 2023
(Shared Budget execution for FYs 2021 - 2023).

= Carrying out the audit within the year 2024.

» The selection of the external audit entity among Chartered Accountants of international
firms of recognised standing, based on cost-effectiveness criteria and the procurement
process according to FAPs.
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External Audit of Financial Statements (FS) <= NATO

OTAN

Questions




. NATO

External Audit of Financial Statements (FS) %&

OTAN

RAP File 12

External Audit of IAMD COE Financial Statements for FYs 2020-2023
(for Shared Budget of FYs 2021-2023)




.
15 minutes

COFFEE BREAK

Next AGENDA ltem: Financial Status Update




RAP File 18
Finance and Budget - Financial Status Update




Topics

» Shared Budget 2023 Execution

= Budget (expenditures) status to date
= Expenditures estimated by the end of 2023
= Revenues foreseen

> Financial Procedures
» |nternal financial administrative procedures implementation update
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Financial Status Update A | NATO

Shared Budget 2023 Execution “"7 OTAN
ESTIMATED ESTIMATED | ESTIMATED
CHAPTER DESCRIPTION B'[‘J';QELT FINAL é’;ﬁf&%‘é‘g *F%’;PEES'EI‘;S LAPSED | EXECUTION
BUDGET CREDITS %

Personnel 49.620 104.220 20.600 83.000 103.600 620 994 %
Contractual Supplies and Services 143.180 112.130 80.250 30.000 110.250 1.880 98,3 %

TOTAL EXPENDITURES 256.000 | 256.000 m 128.000 [253.500| 2.500 | 99,0 %

ESTIMATED
et S i
Fees 10830 . Estimated final result for shared funds
74 Bank Interest 1.210 (FY 2023)
Miscellaneous 500 E < 240.960 € (253.500 - 12.540)

. Funds to offset Participants’ contributions
oo Caso fset Paticipants' <o

> 15.040 €

....................................................................................................................




A Financial Status Update
- Shared Budget 2023 Execution

71.153 € || NCIA IKM Toolset |

|
I
| Total Costs
INV PSC . .
! (Keuros} “Centralised solution”
| 43,226 27,927 71,153
: Initial Enterprise Document Management Application Service (EDMS)
: ROM Tasker and Project Tracker Applications Service (TT + and PITT)
| over NSWAN ~Infrastructure Services
I | Machines (INFOD4), Storage (INFOOT), Backup (INFO16), ete)]
I I
- _>’ NCIA scheduled Sharepoint upgrade ‘ P Communication/requests for final PP
e\ within year 2023
‘ No update received by the end of 2022 | [ No update so far

' de is still und
Funds carried-forward from FY 2022 (upgrade is still under progress)

Progress probably in 2024

==
NATO UNCLASS|FIED A G E N 178



Financial Status Update
Financial Administrative Procedures Implementation

Computerised handling, controlling and
supervising of IAMD COE property

) Computerized
Accounting

" Full control of fund's-
budget-property

EFFICIENCY  QUALITY COSTS
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Financial Status Update
Financial Administrative Procedures Implementation

Business debit card programme

Travel Officer -
s
) —
) fxs)  Fees on hand
-

L

il'ﬂ Local
Transportation

Direct |: e-shop
------------------- > payments g payments

PE—

Procurement &
Contracting

ATEGAATED Ash S MESSRE DEPENCE CENTIE OF DICILLENCE
Invoice " Teeu
" Payment

. == Confirmation
y - Online registration — ,
- >250 reg:sfrah!oa_ & fees payment = R

> 15.500 € feeé paid e-Invoice

e-Payment
confirmation

e-Commerce (e-registration) & transparency & e-transactions & e-procurement @@ travel office & no petty-cash

_a
................... > ﬁ Tickets |€ (\bl Fees E Car rental

o ————————————e——
v’ Transparency
v’ Costreduction
v Travel Arrangewents
v Fees
v' Online Purchases
v Zero-cash
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Financial Status Update Ap | NATO
Financial Administrative Procedures Implementation 3!7 OTAN

e —r

v Transparency

J C()Ct rD/{llﬁ+;h 1A
UUUUUUU vri

Y Trave| Office bOOking

that has managed to have
BEXCILSIVHY

electronic transactions ! ' ‘

/ Q
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Financial Status Update
Financial Administrative Procedures Implementation

gement

IAMD COE Property & Finance

Assets € 2566.007,07

4. Current sssets
4.02 Cash and cash equivalents
4.02.01 Bank accounts
4.02.01.01 Current Bank accounts (Pirseus Bank)
Piasus Bark GRSS 0171 5620
4.01 Receivables
4.01.01 Receivables from Participants
4.01.01.02 Receivabies from the Czech Republic
. Contribusion Recerabie from the Crech Repubic
4.01.01.04 Receivables from Romania
S us0n Recenabie Hom Romand
4.01.91.06 Recervabies trom Turkey

Contribution Recerabie from Turkey

Liabilities € 256.007,07

503 Agvances

5.03.01 Advances hom Paricpants
508 Unearned Revenue

5.08.02 Unearned Revenue

5 nesaned Reveouve (Bank inferest

Emais  History  Backup

1. Revenues € 256.000,00

1.01 Revenue from Shared Buaget (Conributions)
01:2021 Revenue from Shared Budget (Year 2021
1.05 Bank interest
1.05.01 Bank interest - Current Bank Accounts
1,05.01.01 Bank interest - Current Bank Accounts Pirasus Bank
1650101 01 Bank interest Pusevs Bank
1.59 To be retumed to the Participants.
159.02 Revenues
1:59.02.2021 Revenues 2021

1990 1 Aeverues from Bank interest

Less 2. Expenses Shared Funded € 266.000,00

201 Avatabie Funos
201071 “Personnel”™ - Available Funds
201.71.0101 "Consultants and Temporary Staff™ - Avadable Funds
ngtants 300 Temporary SIaf - Avadatee Fun
2.01.71.0102 "Academic Expenses” - Available Funds
Acacemc Expenser’ - endatie Funds 2021
2:01.71.0201 “Transportation (courses.training]” - Avadable Funds
Trantpontalion (Counes-iamng) - Avalable Fun

2.01.71.0202 “Course fee (courses-training]” - Available Funds




Financial Status Update
Financial Administrative Procedures Implementation

Q Budget & Finance control

v' Purchase Orders

v’ Invoices

v’ Expenditure Vouchers

v' Journal Entries

v’ Reports
« Financial Position | |
« Financial Performance —_—
« (Cash Flow

Q Property management

v’ Property items history

v' Property vouchers

v' Transfers of Property items
v’ Property items write-off

L) Financial Statements
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Financial Status Update
Financial Administrative Procedures Implementation

Q Budget & Finance control/ Purchase Order
v' Purchase Orders

EMMANOUIL KAI STYLIANI LINARAKI OE-ROMVOS Issue date IAMD COE

/ /n V /'CeS KRIARI 40, CHANIA, TK 73135 28/04/2022 Property Accountable & Disposal Officer
C Reference Address: Souda Air Base, Chania, 73100
PO 9/2022 tel.: 2621440733 (NCN: 0302-6154033)
-coe

v' Expenditure Vouchers |
v' Journal Entries S

tem Description Piece Unit price Total
/ R Public i ous supplies Plexiglass stand A5 2 3695 739
eports Public ous supplies Plexiglass case Ad 2 6,00 12,00
- L4 / L4 - Public Affair: elianecus supplies Plexigiass stand (small) A5 1 kW4 | k3]
* F/nanc,a POS/tlon Public Affairs miscellaneous supplies VELCRO tape 1 20,00 20,00
. .

« Financial Performance

Total €42,60

« Cash Flow
Q Property management

v’ Property items history

v' Property vouchers

v' Transfers of Property items
v’ Property items write-off

L) Financial Statements
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Financial Status Update
Financial Administrative Procedures Implementation

INTEGRATED AIR & MISSILE DEFENCE

Q Budget & Finance contro/ PurchaseInvoice s
v’ Purchase Orders —

KEFALLINIAS 84, ATHINA, 11251 149012022 Property Accountable & Disposal Officer

v Invoices Uy

e-mail: progerty@isma-cos org

Invoice number

v’ Expenditure Vouchers Wer
v' Journal Entries P
v Re po rts E Descrption Frece

7/00001 Logitech Webcam C815, HD | Logitech Webcam CB18, HD - (Communications - VWeb cameras) 1

° F/'nancia/ Position 00002 Logitecn Wescam G815, HO | Legitech Webcam G815, HD - (Communications - Web cameras) 1
7/00003 Logiech Webcam CB15, HD \Webeam CB15, - Web cameras) 1

. . 4 Logitech Webcam C615, HO | Logitech Webcam G815 - \hieb cameras 1

« Financial Performance o 50 | o vl | &
00008 Logitecn \Webcam C815, HD | Logitech Webcam G818 - \Wed cameras) 1

° Cash F/O W 7/00007 Legitech Webcam CB15, HD | Logitech Webzam C818, HD - (Commu - Ve camerss) 1

100003 Logitech Webcam C815, HD | Logitech Webcam C815, HD - (Communications

cameras) 1

100000 Logitech Webcam C815, HD | Logitech Webcam C815, HD - (Communications - Web cameras) 1

Web cameras) 1

D Pro ert mana ement 00010 Logitech Webdcam CB15, HD | Logitech Webcam C315, HD - (Communications -
p y g 730002/07/00011 Logitech Webcam C815, HD | Logitech Webcam 0316, HD - (Communications - Web cameras) 1

730002/07/00012 Logitech Webcam C815, HD | Logitech Webcam CB15. HD - (Communications - Wed cameras) 1 40.20 40.20

. .
/ Pro erz- Items h/S tor 730002/07/00013 Logitech Webcam C815, HD | Logitech Webcam C815, HD - (Communications - Web cameras) 1 40.20 40.20
p y y T30002/07/00014 Logitech Webcam C815, HD | Logitech Webcam C815, HD - (Communications - Wed cameras) 1 40.20 4020

T30002/07/00015 Logitech Webcam C815, HD | Logitech Webcam C815, HD - (Communications - Web camaras) 1 40.20 40.20

v' Property vouchers T o
v' Transfers of Property itemm | == = «—r—=wjwomecmommm|
v’ Property items write-off .

L) Financial Statements

Webcam C815, HD | Logitech Webcam C315, HD - (Communications - Web camaras) 1 40.20 40.20

7/00020 Logtech Weocam C815, HD | Logitech Webcam C815, HD - (C: - Ve cameras) 1
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Financial Administrative Procedures Implementation

Financial Status Update

Q Budget & Finance control

v' Purchase Orders

v’ Invoices

v' Expenditure Vouchers

v' Journal Entries

v’ Reports
« Financial Position
« Financial Performance
« (Cash Flow

Q Property management

v’ Property items history

v' Property vouchers

v' Transfers of Property items
v’ Property items write-off

L) Financial Statements

Expenditure Voucher

Seppver
IT SOLUTIONS - ATHANASIOS P. KOUROUKLIS

Red/TAX 1D
046537761

IT services - Technical Complisnce Repor

nem Description

CiS services. | Local Nebwork Survey - Devices Setup - Depioyment

C1S services. | SharePuint Ondine Depioyment (Sae & Libraries created - Usars Permissions)

Multi F actor Authenticator setup and deployment + SSPR (sell service password reset)
Microsoht 365 Groups deployment (Group collaboration - Fle Sharing - Shared Calendars)

CiS sorvces | Removabie Meodia management poicy

€15 seraces | Techmcal complance repor wilh the respective suggested iechnical solubons

FINCON's APPROVAL OF EXPENDITURE

Vaakie of sccrual kability - not involced

Amount suthorised 1o be paid

Purchase Ordes 0
el. Reg for Commitment (CiSiRed Amount) - -
DISBURSING OFFICER'S VOUCHER
Details of Payment
DISBURSING OFFICER
[ Bank Transfer Bank Account Transler ] T p—
() Business Debit Card p
saers oot - S i—
] Cheque
Chegque NoDate:
] Cash
Date of payment
AUTHORISED RE EQUES TOR/ FLMD MANAGER
ot QOAC, | herety ow! AUTH REQUESTOR/
ELND MANAGER
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Q Budget & Finance contro/ Journal Entry

v’ Purchase Orders

v Invoices Sl e
v' Expenditure Vouchers ““
v' Journal Entries

v’ Reports T

\}l INTEGRATED AIR & MISSILE DEFENCE
CENTRE OF EXCELLENCE

4.01.01.01.01 - Contribution Receivable from Bulgaria 16.000,00
. . .
° F / P t‘ 4.01.01.02 01 - Contribution Receivable from the Czech Republic 16.000.00
nancial Fosi'tion
4.01.01.03.01 - Contribution Receivable from Greace 176.000.00
. .
° F a C a/ Pe 0 a Ce 4.01,01.04.01 - Contribution Receivable from Romania 16.000,00
nanci. rrorman ;

4.01.01.05.01 - Contribution Receivable from Turkey 32.000,00

L CaSh F/O w 5.03.01 - Advances from Participants SRR

Total debits | € 256.000,00 e s

Q Property management Tocreans | € 200000 - = e

v' Property items history =17 __
v' Property vouchers = =@
v' Transfers of Property items

v’ Property items write-off ——
) Financial Statements |
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IAMD COE

Q Budget & Finance control
v PUfCh&SE’ Ode'fS Statement of Financial Position

As at 31/12/2020

\/ /n VO/CeS Accrual basis
v’ Expenditure Vouchers
v' Journal Entries

4. Current assets

\/ Reports 4,02 Cash and cash equivalents

4.02.01 Bank accounts
y y yofe 4.02.01.01 Current Bank accounts (Piraeus Bank)
« F / Posit
/nanCIa 05/ /0/7 4.02.01.01.01 Piraeus Bank GR85 0171 5620 0065 6214 8491615  192.007,07
4.01 Receivables

i F/nanC/a/ Performance 4.01.01 Receivables from Participants
4.01.01.02 Receivables from the Czech Republic
i CaSh F/O W 4.01.01.02.01 Contribution Receivable from the Czech Republic 16.000,00

4.01.01.04 Receivables from Romania e — e d
D P 4.01.01.04.01 Contribution Receivable from Romania 16.000,00 : S EH EEE ==
roperty management 4.01,01.05 Receivables from Turkey S S - =
4.01.01.05.01 Contribution Receivable from Turkey 32.000,00 w-v» - == = - ] S
/ Property I.tems h/story Total — 4.01.01 Receivables from Participants 64.000,00 0,00 et e e | {
Total — 4. Current assets 256.007,07 0,00 oy " . P — ‘““ fi"““‘"‘*' . lQ:.:.—.~

v’ Property vouchers

5.03 Advances

/ TranSferS Of Property /.tems 5.03.01 Advances from Participants 00050 _}_'7 : —
v’ Property items write-off

Equity

L) Financial Statements

7,07 0,00

Total equity
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Financial Administrative Procedures Implementation

Q Budget & Finance contro/
v’ Purchase Orders Property Item History

For the period from 18/04/2021 to 03/05/2022

Inventory location Name Date Inventory Item Debit

v’ Invoices
v’ Expenditure Vouchers
v’ Journal Entries oo s s
v' Financial Statements
« Financial Position
« Financial Performance
« (Cash Flow

881,85

881,85

Q Property management =— = e
v’ Property items history = = | |
v' Property vouchers —
v' Transfers of Property items
v’ Property items write-off -
L Financial Statements
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Property Voucher

Q Budget & Finance control

v' Purchase Orders

v’ Invoices

v’ Expenditure Vouchers

v' Journal Entries

v' Financial Statements
« Financial Position
« Financial Performance
« (Cash Flow

Purchase of servers & memories

v’ Property items history e ==t}
v PfOpEl‘ty vouchers . = — - Ije=
v' Transfers of Property items B —
v’ Property items write-off S
L) Financial Statements

-1 = 190




Financial Status Update
Financial Administrative Procedures Implementation

Transfer of Property Items

Q Budget & Finance control

v' Purchase Orders

v’ Invoices

v’ Expenditure Vouchers

v’ Journal Entries e

v' Financial Statements -
 Financial Position . . o
« Financial Performance —_—

« Cash Flow

Transfer of Property Items between staff

Q Property management _ EEeE B

v' Property items history = = E=—_1134
v' Transfers of Property items .o

v P 4 0,06'/‘ ty / tems wr / t e—Of f *-e'iwfffff'fébﬁv%mw AMD GO popeny hems were duly executsd i oy presen n acoordance with th applcbie prvisions
L) Financial Statements N4 -

— = o 191
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Q Budget & Finance contro/ - Propery ttems Writeroft

v' Purchase Orders
v’ Invoices
v’ Expenditure Vouchers e
v' Journal Entries
v' Financial Statements R
« Financial Position
« Financial Performance
« (Cash Flow

Q Property management S
v' Property items history = B Bl
v’ Property vouchers e = ——p — =
v' Transfers of Property items - ===

v’ Property items write-off
) Financial Statements N

Property tem History

. = 192
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INTEGRATED AIR AND MISSILE DEFENCE CENTRE OF EXCELLENCE
Statement of Financial Position

Q Budget & Finance control smarent
As at December 31, 2022 Notes 2022 2021
(in EUR)
v' Purchase Orders oere
; C
v /nvoices e S et SN (89) 13094813  148.84351
. Receiva_bles (B.10) 145.480,24 64.000,00
/ EXpend/ture VOUCherS r;f:rt:e‘:sand prepayments :::;; SBg:gg ggg
/ / E [' . cR)e‘ir:bursable expenses (8.13) ggg g%
ther current assets I :
-/ Ourna n r/es Total current assets 277.017,71 212.843,51
‘/ R e p 0 f t S Non-current assets
Property, plant and equipment (B.14) 80.251,28 27.386,65
y - = B4 Intangibl ts B.15 12.420,93 5.824,27
« Financial Position gy U 000
. . Other financial assets 0,00 0,00
Other non-financial assets 0,00 0,00
* FInanCla/ Performance Total non-current assets 92.672,21 33.210,92
° C as h F / ow Total Assets 369.689,92  246.054,43
Journal Entry venens st [EXPORRTS Voucher —— Pumalemn Owsler reme e
LIABILITIES 6” I - @
C t liabiliti iy frmmmer i) = |= =
Q Property management oo 16  tates2 11367658 : - = =
Liabilities accrued (B.17) 24.148,29 9.689,77 e kol - -
/ P t .t h . l’ g%anoes (B.18) 153,603.33 84003% e >
r r' rt-term provisions 5 X
roper y I e 5 /5 ory Uneamed r2venue (B.19) 80.153.00 25.477.16 - i Q==
Total current liabilities 277.017,71 212.843,51 : |=
v' Property vouchers ) 2[5
Non-Current liabilities . ) =
ol =2 bl 0‘00 0‘00 Statement of Financlal Position o S——
v' Transfers of Property items £ A Bm) _soerso) 332100 o
\/ P . . ff Total non-current liabilities 92.672,21 33.210,92
rop erty Ite‘ ‘ ‘5 Wr/te—o Total liabilities 369.689,92 246.054,43
- H Net assets 0,00 0,00 |
L) Financial Statements - T .
( 7/ . —= Wi
=y )
Evangelos éA[\TADOROS Nikolaos KOKKONIS
Captain (OF-2), GRC (A) Brigadier General (OF-6), GRC (AF) — 193

IAMD COE Financial Controller

IAMD COE Director
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INTEGRATED AIR AND MISSILE DEFENCE CENTRE OF EXCELLENCE

] Statement of Financial Performance
O Budget & Finance control e
v’ Purchase Orders Forthe year anded 31 Decomber 2022 joges 2022 2021
v In voices REVENUES 21)
. Revenue from Shared Budget (Current Year X) 256.000,00 224.000,00
v Expenditure Vouchers eebnSw O Cub o) Samie
\/ journa/ Entr/'es 'gl':l:i tAolbe n:lurned to the Participants (1?5-.2;%68%(27}) (1 13.6(::??%
v Reports = elnanc T T
« Financial Position EXPENSES €2
° F I' nan C/' a / Pe rfo rmance E:.ﬁi:i 2::::3 Eﬂ:gz }gfg/?ﬁ: ::.:arx ))(-1) 2323‘;;‘1]?3 110‘938:3)8
S i o i i o 639857 5076
* CaSh F/OW ?«l:;::::zii 268.712;32 110.932;053 Journal Entry @;::,_ Expsadis Vouchar O=-- M-"“" o——
Q Property management — -~ reedss | S E e
v’ Property items history R S = = [N
v' Property vouchers =T ’ P
v Transfers of Property item.  Somiiers | s —me—  =oT — BT
\/ Proper ty I- tems er- te—o ff IAMD COE Financial Controller |IAMD COE Director -
R o T @ —— o

) Financial Statements =
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Financial Administrative Procedures Implementation
Statement of Cash Flow

Q Budget & Finance control/ o B
For the year ended 31 December 2022 Notes 2022 2021 ———— T R
(in EUR) : 2 |iesin
v Ay S
PurChase Orders CASH INFLOW FROM OPERATING ACTIVITIES (E.24) e & - E=
] Receipts m
‘/ / /7 VO / C 6’5 Amounts received from Participants 150.443,18 32.000,00
. Amounts received from Third Parties 0,00 0,00
\/ EXpend/ture VOUCherS Amounts received from Suppliers 307,47 0,00
Amounts received from Personnel 0,00 0,00
- Tuition/Conference Fees 6.050,00 0,00
v Journa | Entries Sales of Goods and Services 0,00 0,00
v . . Bank Interest 309,07 651,01
Grants 0,00 0,00
Financial Statements Gants 000 000
Net cash inflows from operating activities 157.109,72 32.651,01

 Financial Position
. . CASH OUTFLOW FROM OPERATING ACTIVITIES (E.25)
e  Financial Performance Paments

Payments to Participants 0,00 0,00
P: ts to NATO Entiti 13.208,63 5.095,60
« Cash Flow e 161387.18  70.49588
Payments to Personnel 314,80 223,09 doumalEnty Oz o Q= """ O
Payments to Third Parties 0,00 0.00 R o e
Bank ch 94 49 0,00 — — | = —
d Property management ik B e o 1 s 3
. . Net cash outflows from operating activities 175.005,10 75.814,57 = — Il = - i~
‘/ PfOPEffy ltems hlStO/’y Net increase/(decrease) in cash and cash equivalents (17.895,38)  (43.163,56) ! I Ee—— S R —
Cash and cash equivalents at the beginning of period 148.84351  192.007,07 E——— ! : T - ==
\/ Pfoperty VOUCherS Cash and cash equivalents at the end of period 130.948,13  148.843,51 . = (] e =|==
v' Transfers of Property items VR == .
. . ( \ ,5‘ /"_._ /
v’ Property items write-off AW A /@’W —
) Financial Statements Evangelos BALTADOROS Nikolaos KOKKONIS ]
Captain (OF-2), GRC (A) Brigadier General (OF-6), GRC (AF)
IAMD COE Financial Controller IAMD COE Director
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Financial Administrative Procedures Implementation

Q Budget & Finance control

v Purchase Orders “* Computerisation
v’ Invoices RR ST

v’ Expenditure Vouchers : Autormisation

v Journal Entries e-Statements

v’ Financial Statements
« Financial Position

“*e-Reports

 Financial Performance *e-Books
« Cash Flow : : - E —
** Historical data O """ o T o
Q Property management h L EEe
v’ Property items history "’Mcmag ement

v' Property vouchers
v' Transfers of Property items (&
v’ Property items write-off

L) Financial Statements

“* Superuvision
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% Computerisation Cloud-hosted online accounting
& Automisation software

* IEﬂfS

X e—S taten
P&C

0:0 e—ReporfS ‘ ‘ =]

Review |

& ¢-Books
‘ ‘ ' : [ Disbursing

FINANCIAL Officer

CONTROLLER
5o U .\ A ~ Journal Entry pandiure Veusher O: oz M‘mrom 0_ =
"' Fund ‘ Ben === E—
| Managers | = —y
’ Support : i == _ -

Property ltem History
Fot e peried rom 14542921 1 63062022
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AR NATO
\F OTAN

INTEGRATED AIR AND MISSILE DEFENCE
CENTRE OF EXCELLENCE

STANDARD OPERATING PROCEDURE
(SOP)

60-03
MEDIUM-TERM FINANCIAL STRATEGY
(MTFS)

& FINANCIAL RISK MANAGEMENT
(FRM)

February 2023

Medium-Term
Financial Strategy
&
Financial Risk
Management

Medium-Term Financial Strategy
(MTFS)
Medium-term Financial Plan
(MTFP)

Medium-Term Operation Plan
(MTOP)
[5 years medium-term planning]

Financial Risk Management
(FRM)
(fools, mechanisms & methodologies)

Critical Resource Shortfalls
Adequate Financial Resources
Strategic Gap

Identification & Assessment of
Critical Resource Shorifalls
Ensuring Availability of
Adequate Financial Resources
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INTEGRATED AIR AND MISSILE DEFENCE STEP 1 R
CENTRE OF EXCELLENCE

—

Identification of any

potential resource shortfalls Identification of the

critical resource shortfalls

STEP 2 Find the “critical” ones

Carry-out
Risk assessment

STANDARD OPERATING PROCEDURE
(SOP)

60-03

MEDIUM-TERM FINANCIAL STRATEGY
(MTFS)
& FINANCIAL RISK MANAGEMENT

i . Determine the likelihood of STEP 3
- occurrence, impact, and
potential mitigation strategies

“Identification and Assessment Scenario Planning
of Critical Resource Shortfalls” Create scenarios with

[mechanism requested by HQ SACT STEP 4 future resource constraints
(in the context of the Periodic Assessment)]

Evaluate potential impacts

Mitigation plan & actions 4
per scenario
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INTEGRATED AIR AND MISSILE DEFENCE

CENTRES EXCELLENGE Mitigation plan & actions

Find solutions using the
existing resources

(e.g. allocation)

STEP 5

Impact evaluation

STANDARD OPERATING PROCEDURE
(SOP)

60-03

MEDIUM-TERM FINANCIAL STRATEGY
(MTFS) STEP 6
& FINANCIAL RISK MANAGEMENT
(FRM)

Quantify the impact which
cannot be addressed Internally

February 2023

Information sharing
“Identification and Assessment

of Critical Resource Shortfalls”
STEP 7

[mechanism requested by HQ SACT
(in the context of the Periodic Assessment)]

Inform the responsible entities

(Framework Nation, SC, efc.) Monitor, Review & Feedback

lnfﬂ'rm HQ SACT p':?!flr‘-t_J-;‘,' :'.l'a"j}r achions taken f'_:‘.-'_i.[}r
for non-manageable i
critical resource shortfalls b N




Recommendations & Decisions

SC members are kindly requested to notfe the financial status
presented.
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RAP File 19
Shared Budget 2024
Medium Term Financial Plan (MTFP 2025 - 2029)




Topics

" > Draft Budget Book 2024

= |ntroduction

= Budget 2023 & MTFP 2024-2028 Decisions

= Detailed Draft Budget 2024 (by Chapters - Codes)
= Summary of Draft Budget 2023

» Annual Funding Schedule FY 2024
= Schedule for Call for Funds (CFF)

> Medium Term Financial Plan (MTFP)
= MTFP 2025-2029

> Recommendations & Decisions

» Budget 2024 (unanimous approval)
= MTFP 2025 - 2029 (notation)
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OTAN

Budget 2023 - Draft Budget 2024 Draft Budget 2024
MTFP 2024-2028 (detailed) (summary)
» Operational MOU
> Financial Administrative Procedures (FAPs)

Draft Budget Book 2024 e NATO

Regulatory Framework

> SHARED BUDGET
The estimated expenditures/revenues required for the operation of the IAMD COE

» ANNUAL BUDGET ESTIMATE
Is based mainly on the POW
Includes the shared costs for necessary supplies and services

> ANNUAL FUNDING SCHEDULE
Accompanies the budget, showing the estimated shares of the SNs

» MEDIUM TERM FINANCIAL PLAN (MTFP)

The estimated expenditures revenues of the five (5) years following the next FY
(for planning purposes)
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Draft Budget Book 2024 S aE

Budget 2023 - Draft Budget 2024 Draft Budget 2024
MTFP 2024-2028 (detailed) (summary)

INTEGRATED AIR AND MISSILE DEFENCE v Internal coordination
CENTRE OF EXCELLENCE :
DRAFT BUDGET BOOK 2024 ¥ Invitation letters - messages & requests received/expected

v Preliminary /draft POW 2024
v' Experience acquired from FYs 2021-2023

v Priority to perform/complete NATO RfS

| v No critical resource shortfalls will be existed

DRAFT BUDGET
SRR v Anticipated relocation to new facilities
2024 v The FN Support
& ANNUAL FUNDING SCHEDULE 5
& MEDIUM-TERM FINANCIAL PLAN (MTFP) v COI’]tInUIng Staff tralnlng

FOR FY 2025 - 2029

July 2023 v Achieving the optimal balance of funding and efficiency

v Optimizing the management of budgetary resources
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Draft Budget Book 2024

a e NATO

‘QIU OTAN

Continuing staff training both
in targeted IAMD domain
and the Centre’s pillars

Annual organising of the
IAMD COE Conference

Active involvement in the
IAMD Common Education &
Training Programme (CET-P)

Hosting Counter-UAS or/and
the JCGUAS meetings

Additional utility - services
required for new facilities

W
R
7

INTEGRATED AIR AND MISSILE DEFENCE
CENTRE OF EXCELLENCE
DRAFT BUDGET BOOK 2024

DRAFT BUDGET
FOR FISCAL YEAR (FY)

2024

& ANNUAL FUNDING SCHEDULE
& MEDIUM-TERM FINANCIAL PLAN (MTFP)
FOR FY 2025 - 2029

July 2023

¢
§

Budget 2023 - Draft Budget 2024 Draft Budget 2024
MTFP 2024-2028 (detailed) (summary)

Minimum requirements
of Cyber Defence for
NATO Related Networks

NCIA application services -
Information Knowledge
Management (IKM) Toolset

Targeted procurement for
capital & investment

Supporting all fravel needs
for POW requirements

Balanced frend on prices
due to inflation rate
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Draft Budget Book 2024

. Draft Budget 2024 Draft Budget 2024
Introduction .
(detailed) (summary)

SUBJECT SC’s DECISION HELD SC’s DECISION

The SC approved the Shared Budget for FY 2023 at the amount of 256.000,00 €,
analyzed per Chapter as follows:

- Chapter 71:  49.620,00 €
- Chapter 72: 143.180,00 €
- Chapter 73:  63.200,00 €

- 1542022 SC Meeting
Budget 2023 (26-27 Sep 22)

Approval _
Total: 256.000,00 € (expenditures)
- Chapter 74: 16.500,00 €
Total: 16.500,00 € (revenues)
The SC noted the submitted - presented MTFP 2024-2028 with the following figures
for the FY 2024:
. - Chapter 71:  65.000,00 €
- 1512022 SC Meetin ’
MTFP (26:27 Sop 22) nd - Chapter 72: 145.000,00 €
2024 - 2028 Notation - Chapter 73: 70.000,00 €

Total: 280.000,00 € (expenditures)
- Chapter 74: 22.000,00 €
Total: 22.000,00 € (revenues)
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Introduction Budget 2023 - Draft Budget 2024
MTFP 2024-2028 (summary)

CiSi FY 2022 FY 2023 FY 2024
Chapter Item Sub- Annotation Appropriations Actual Appropriations Forecast of Appropriations | Appropriations
item approved expenditures approved expenditures carried forward requested
01 Consultants and 0,00 0,00 0,00 0 0,00 8.500,00
Temporary Staff
01 02 Academic 2.646,70 2.646,70 5.000,00 4.470 0,00 5.500,00
Consultants Expenses (3.000,00-353,30) R D ' ’ ) ’
71 Research Project 16.000,00
] 03 Contracts (12.000.00+4.000,00) 7.000,00 24.000,00 85.000 9.000,00 0,00
: 4.328,30
0 01 Transportation e ey E 4.294,16 8.160,00 | 4.320-5.280 0,00 7.680,00
Training
7.250,00 )
02 Course Fee (9.225,00-1.975,00) 7.250,00 12.460,00 7.710-8.810 0,00 8.323,00
TOTAL 30.225,00 21.190,86 49.620,00 <103.560 9.000,00 30.003,00
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Introduction Budget 2023 - Draft Budget 2024
MTFP 2024-2028 (summary)

CiSi FY 2022 FY 2023 FY 2024
C I Sub- Annotation Appropriations Actual Appropriations Forecast of Appropriations | Appropriations
hapter tem item approved expenditures approved expenditures carried forward requested
Printing and Photocopying
01 01 Rental/Lease 0,00 0,00 0,00 0 0,00 0,00
Printing and
Photocopyin Printing and Photocopying 1.882,69
pyingi o2 Consumables (1.000.00+58260) | 1-882:69 2.150,00 <1.760 0,00 2.150,00
72 9.877,40
Contractual 02 01 Public Affairs Supplies (10.000.00-122.60) | 2-877:40 | 11.000,00 < 11.000 0,00 12.000,00
Supplies | pyplic Affairs Hospitality and 13.997 39
and 02 Representation (10,000 00509730 | 13:997.39 | 20.000,00 < 20.000 0,00 23.000,00
Services 01 Electricity 7.000,00 5.649,02 7.500,00 4.500 - 5.500 0,00 17.200,00
L
Uti(l)iﬁes 02 Water and Sewage 1.000,00 537,25 1.600,00 1.200 - 1.400 0,00 2.000,00
03 Heating and Cooling 1.200,00 987,29 1.200,00 <1.200 0,00 900,00
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Introduction Budget 2023 - Draft Budget 2024
MTFP 2024-2028 (summary)

CIsl FY 2022 FY 2023 FY 2024
Sub- Annotation Appropriations Actual Appropriations Forecast of Appropriations | Appropriations
Cheptel Item item approved expenditures approved expenditures carried forward requested
. - 3.720,00
01 Rental of Minor Facilities | |~ & o0y | 3:720,00 | 8.000,00 <5.700 0,00 6.500,00
. _ . 0,00 -
. gl‘ilt o 02 | Minor Building maintenance |, oo o5 oo 0,00 500,00 0-160 0,00 500,00
Facilities and Buildings 285,79 )
?n_d 03 Equipment maintenance (500,00-214,21) 285,79 300,00 200 - 220 0,00 500’00
-5 Buildings
Facilities and 3.978,57 -
Contractual 04 Buildings Semvices (5.000,00-1.021,43) 3.976,27 4.500,00 4.000 -4.300 0,00 16.000,00
Supplies and 01 Computers Rental and 0,00 0,00 0,00 0 0,00 0,00
Services Operational Lease
Computers Spare/ 62,72 )
05 2 Repair Parts (500,00-437,28) 62,72 250,00 150 -250 0,00 300,00
Computers Computers 466,00
03 Maintenance (500,00-34.00) 466,00 250,00 200 - 250 0,00 300,00
Computers 10.471,01
04 F—— (7.000,00+3.471,01) 10.471,01 | 12.300,00 <12.300 0,00 10.000,00
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Introduction Budget 2023 - Draft Budget 2024
MTFP 2024-2028 (summary)

CISI FY 2022 FY 2023 FY 2024
ch It Sub- Annotation Appropriations Actual Appropriations Forecast of Appropriations | Appropriations
apter AL item approved expenditures approved expenditures carried forward requested
Communication Systems
01 Rental and Operational Lease 0.00 0,00 0,00 0 0,00 0’00
Communication
06 02 | Systems Spare Parts and (5007 L 5 | 71673 300,00 150 - 300 0,00 800,00
Communication Consumables ’ ’
Systems Communication 180,00
72 03 Systems Maintenance (0,00+180,00) 180,00 0,00 < S 100,00
Contractual Communication 3.156,97
Supplies 04 Systems Services (8.000,00-4.843,03) 2.179,66 4.500,00 <2.500 0,00 3'700’00
and Mission carriers Rental and 2.370.00
Services 01 Operational Lease (2.800.00-430,00) 2.370,00 10.500,00 | 4.500-4.800 0,00 7.000,00
07 o . . 1.976,50
Mission 02 Mission carriers Maintenance (1.500,00+476,50) 1.976,50 2.000,00 <600 0,00 1.700,00
Carriers 03 | Mission carriers Fuel Costs | , 09000 | 297869 | 450000 |3.300-3700| 0,00 3.700,00
04 Mission carriers Insurance 0,00 0,00 0,00 0 0,00 0,00
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Introduction Budget 2023 - Draft Budget 2024
ntr
SEEEHO MTFP 2024-2028 (summary)

Cisi FY 2022 FY 2023 FY 2024
Sub- Annotation Ap iati Actual A iati F t of A iati Appropriations
Chapter Item item approved | expenditures |  approved | expenditures | carriedforward | requested
08 01 Transportation 29.500,00 21.842,57 | 36.000,00 <29.200 0,00 32.160,00
Travel 02 Participation fee 2.000,00 1.064,99 1.700,00 <1.350 0,00 1.600,00
Literature and 2.949,00
01 Periodicals (2.500,00+449,00) 2.949,00 1.500,00 0-1.500 0,00 2.900,00
72 02 Office supplies “ ) o | 234530 | 2500,00 <1.000 0,00 2.000,00
Contractual ' 1,16 5'2 ’
Supplies and 09 03 Bank charges et 116,52 470,00 220 - 250 0,00 287,00
Services Other Postal/shipping ]
Expenditures 04 services 0,00 0,00 160,00 0-40 0,00 100,00
Miscellaneous 3.153,46
05 Guslics (6.000,00-2.846,54) 3.058,06 4.500,00 <1.400 0,00 5.700,00
Miscellaneous 9.368,95
06 Services (6.000,00+3,368,95) 9.368,95 5.000,00 < 1.000 0,00 2.400,00
CHAPTER 72 - TOTAL 115.775,00 | 103.059,80 | 143.180,00 | < 111.680 0,00 155.497,00
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Introduction Budget 2023 - Draft Budget 2024
MTFP 2024-2028 (summary)

Cisl FY 2022 FY 2023 FY 2024
Sub- Annotation A iati Actual A iati F t of A iati Appropriations
Chapter em | item e vee A [ o e S || e || ety
6.209,91 10.000,00 _
0001 Computers (10.000,00.3.790,09) 6.201,90 (8.000,00+2.000,00) 18.000 - 21.000 0,00 27.000,00
- 78.261,66 33.000,00 )
0002 Communications | o (oo eoeres) | 710886 | 45 500.00.2.000,00) | 14-000 - 16.000 | 71.153,00 49.000,00
Furniture and Office 3.560,77
73 0003 Equipment A AEET) 3.560,77 3.000,00 <3.000 0,00 15.000,00
Capital and : 21.967,66
N iy 0004 Vehicles TR 21.967,66 16.000,00 0 0,00 0,00
0005 Machinery 0,00 0,00 1.200,00 <650 0,00 3.500,00
0006 Installed Equipment 0,00 0,00 0,00 0 0,00 0,00
0007 Buildings 0,00 0,00 0,00 0 0,00 0,00
CHAPTER 73 - TOTAL 110.000,00 | 38.838,99 63.200,00 < 40.650 71.153,00 | 94.500,00
280.000,00
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Draft Budget Book 2024

Introduction Budget 2023 - Draft Budget 2024
MTFP 2024-2028 (summary)

Cisli FY 2022 FY 2023 FY 2024
Chanter o Sl Annotation Revenues Actual Revenues Forecast of
P forecasted revenues forecasted / estimated Revenues
0001 Fees 0,00 6.050,00 11.000,00 / 10.770,00 11.000,00
0002 Studies and 0,00 0,00 0,00 /0,00 0,00
Publications
74
Revenues 0003 Interest Income 600,00 309,07 500,00 /450,00 500,00
0004 Sponsoring 0,00 0,00 5.000,00 /0,00 5.000,00
0005 Miscellaneous 0,00 0,00 0,00/ 0,00 0,00
CHAPTER 74 - TOTAL 600,00 6.359,07 16.500,00 / 11.220,00 16.500,00

J
4
J
*
b

As current Financial Status Update,
it is anticipated to have increased
revenues up to 12.540 €
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a o NATO

‘\?7 OTAN

[t e Budget 2023 - Draft Budget 2024
MTFP 2024-2028 (detailed)

BUDGET MTFP DRAFT BUDGET
CHAPTER DESCRIPTION FY 2023 FY 2024 FY 2024
71 Personnel 49.620,00 65.000,00 30.003,00
72 Contractual Supplies 143.180,00 145.000,00 155.497.00
and Services
73 Capital and Investments 63.200,00 70.000,00 94.500,00

74

Revenues

16.500,00

22.000,00

16.500,00

TOTAL REVENUES

16.500,00

22.000,00

16.500,00
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Annual Funding Schedule 2024

100,00% (19/19)

280.000,00

2 11.220

140.000,00

2023 2024
TIMETABLE
SCM DEC JAN FEB MAR APR MAY JUN JUL AUG SEP
Bulgaria
Czech Republic
France Approval of the 4t ond
Greece Budget 2022
Romania 9 CFF payment CFF payment
Tarkiye
Submission (by 15 Dec 22) of the FS
IAMD COE 1st Call for Fund (CFF) for FY 2023 (payment within 90 days) 2rd CFF submission (payment within 90 days)
2023
(60% of the approved budget)
Aasioned Percentage Maximum T:_ e trectlurned d 13t 2
Participant Po::?i:zs (cost share Share/ ez;l)r:)‘fo:ri:t?::: CFF CFF
formula) contribution & Revenues 2023 (50%) (up to 50%)
- . . 5,2632% 7.368,42
(P Bulgaria 1 7632 14.736,84 280,000 2 119 6.660,29
! : x 10,5263%" . 14.736,84 * ¥
 New post (C25) Czech Republic 2 (1/19) 29.473,68 (280.000 x 50% x 2/19) 14.028,71
| (ETB-07) 5,2632% 7.368,42
| #COS post (GRC) France 1 (1/19) 14.736,84 (280.000 x 50% x 1/19) 7.368,42
- (DIR-03) 63,1579% 88.421,06 **
| *k , (¢} ke 5 *%
Greece 12 o 176.842,12 oS e 80.631,70
; 5,2632% 7.368,42
Romania 1 1/19) 14.736,84 (280,000 x 50% x 1/19) 6.660,29
S 10,5263% 14.736,84
Tirkiye 526 29.473,68 o T3684 13.320,59

< 128.670,00

< 268.6/70 € 217




MTFP 2025 - 2029

AR NATO
\Pj OTAN

FY

CHAPTER DESCRIPTION
2025 2026 2027 2028 2029
71 Personnel 60.000,00 | 65.000,00 | 55.000,00 50.000,00 50.000,00
72 Contractual Supplies 180.000,00 | 180.000,00 | 185.000,00 | 190.000,00 | 190.000,00
and Services
73 Capital and Investments 60.000,00 | 55.000,00 | 60.000,00 60.000,00 60.000,00

74

Revenues

20.000,00

25.000,00

30.000,00

30.000,00

30.000,00

TOTAL REVENUES

20.000,00

25.000,00

30.000,00

30.000,00

30.000,00
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Recommendations & Decisions

» Budget 2024

» SC members are kindly requested to unanimously approve the
Budget 2024.

» MTFP 2025 - 2029

» SC members are kindly requested to note the MTFP 2025 - 2029.
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Shared Budget 2024

RAP File 19
Shared Budget 2024







1st Day Meeting 20 Sep 2023

TIME DESCRIPTION RESPONSIBLE
08:30-09:00 Transportation from hotels to the Conference Hall Transportation available

09:00-09:30 Registration- Coffee
_ . Opening Remarks CP
09:50°09:40 Welcome Address DIR

09:40-09:55 Administrative Issues FNS BH

Adoption of Agenda and approval of Observers’ Participation
09:55-10:00 CP
(Decision)

10:00-10:10 Actions from IAMD CoE, SC 1/2022 SC Secretary
10:10-10:30 Break

Programme of Work [PoW]
PoW 2023 (Current Status Update)
10:30-11:20 PoW M, BHs
RAP file No 1 (Notation)
PoW 2023 rev.2 (Introduction of New Items)
11:20-12:00 BHs
RAP filesNo2 -8 (Decision)

| 12:00-12:15  JEIEES

PoW 2024 (Introduction of New Items)
12:00-12:30 BHs
RAP file No 9-14 (Decision)
PoW 2024
12:30-13:00 PoW M, BHs, FINCON
RAP file No 15 (Decision)

13:00-14:30 Lunch Break 223

.-




1t Day Meeting 20 Sep 2023

Cooperation with Technical University of Crete

Cooperation with Technical University of Crete
14:30-14:40 CD&E
(Notation)

Al-Empowered Drone Detection Passive Radar Using 5G Signals

Al-Empowered Drone Detection Passive Radar Using 5G Signals
14:40-14:50 CD&E
RAP file No 16 (Notation)

Finance and Budget

“Al-Empowered Drone Detection Passive Radar Using 5G Signals” Project -
Intended Contract with FORTH-ICS

(a) Shared Budget 2023 - Transfer of funds between/ within Chapters

(b) Procurement procedure (tender requirements in case of prospective

contracting with FORTH-ICS)

14:50-15:20 FINCON

RAP file No 17 (Decision)
External Audit of IAMD COE Financial Statements for FYs 2020-2023

(for Shared Budget of FYs 2021-2023)
RAP file No 12

15:20-15:35 Break

(Decision)
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1st Day Meeting 20 Sep 2023

Finance and Budget - Financial Status Update

RAP file No 18 (Notation)

Shared Budget of FY 2024
15:35-16:20 FINCON
RAP file No 19 (Decision)

Medium Term Financial Plan (MTFP) 2025-2029
RAP file No 19 (Notation)

16:20-16:35 Coffee Break
16:35-17:00 Clarifications and 1st Day Wrap Up CP, Sec

“ Transportation from CMP to Icebreaker/Dinner Point

20:30-22:30 Host Dinner

“ Transportation to Chania Meeting Point (CMP)
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DINNER AT NEORIA RESTAURANT
Al 20:00

NATO UNCLASSIFIED



